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Introduction: This general report intends to summarize the main impressions obtained
by 20 national reports (Australia, Armenia, Austria, Belgium, Brazil, Canada, Estonia,
Finland, France, Georgia, Germany, lIreland, Israel, Japan, Morocco, Netherlands,
Poland, Portugal, Switzerland, USA).

1. Are there explicit legal provisions concerning camera surveillance especially at
working places?

Are there collective agreements defining the circumstances and conditions for
the introduction and use of camera surveillance ?

Many reports mention international documents. From the European perspective,
perhaps the most important legal instruments is the Personal Data Protection Directive
95/46/EC. With regard to employment, two non-binding instruments can be mentioned,
namely the Recommendation of the European Council R(89)2 and the ILO guidelines
on the protection of worker’s personal data (1996). Article 8 of the Council of Europe
Convention for the Protection of Human Rights and Fundamental Freedoms, as well as
Article 7 of the Charter of Fundamental Rights of the European Union, can also be
invoked while discussing this issue. Conventions for the Protection of individuals with
regards to Automatic Processing of Personal Data (Strasbourg 1981) and the
International Convention on Economic, Social and Cultural Rights of the OECD were
mentioned as well.

At the national level, many participant countries protect the right to privacy as a
constitutional principle (Austria, Canada, Finland, Germany, Ireland, Israel,
Netherlands). Some reports stress the importance of camera surveillance in order to

prevent crimes (Brazil).
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In several countries camera surveillance (records) is also an issue under data
protection law (Austria, Canada, France, Germany, Ireland, Morocco, The
Netherlands).

Only in some countries specific rules are applicable for camera surveillance to
workplaces (Austria, Belgium, Finland, Portugal). In other countries exist general
provisions for the use of camera surveillance in public areas (Belgium, Germany) or
general rules stating limits for controlling employees (France) or safeguarding privacy
(Israel) or collective bargaining or public servants (USA).

In some countries there also exist general rules for the use of surveillance devices by
employers (Australia, Austria).

In some countries also collective agreements define the circumstances and
conditions for the introduction of cameras (Belgium, Austria, , Canada, Ireland, Portugal

Netherlands — not very common).

2. Is it obligatory for the employer to define the purpose of the use of camera
surveillance ?

Is this bound to certain purposes ( for instance security and safety, the protection
of the property of the enterprise, the control of production process, the control of
the performance of the worker....)?

Is it allowed to use camera surveillance  for the surveillance of a certain
employee or certain employees at the workplace ?

Is camera surveillance allowed in toilets, dressing rooms or staff rooms ?

In many countries the purpose of the surveillance must be defined by the employer in a
clear way (Austria, Belgium, Canada, France, Germany, lIreland, Israel, Japan,
Morocco, Netherlands, Portugal, Switzerland ).

This form of control can only be introduced if it corresponds to a specified, legitimate,
objective purpose related to the employee’s work tasks or the employer’s function (for
instance security and safety of employers or customers or the protection of the property)
and respects certain limits balancing the privacy interests of employees, and interests of

employers (Austria, Canada, Finland, France, similar Morocco, Netherlands, Portugal).
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In some countries the control of the performance of the worker is a valid purpose
(Canada, Israel) in other countries it is not allowed for this purpose (Austria, Germany,
Ireland, Portugal).

In most countries camera surveillance is generally not allowed in toilets, dressing
rooms or staff rooms (Australia, Austria, Belgium, Brazil, Finland, France, Germany,

Poland, Portugal, Switzerland; without staff rooms: Netherlands, USA).

3. To whom are the sequences available ?

In most countries the sequences recorded by surveillance equipment are only available
to persons designated by the employer for this purpose (Australia, Austria, Canada,
Germany, Ireland — third persons only if the individual agrees; Netherlands, Switzerland.
In some countries, they have to be trained (Canada). In the public interest - for instance
the purpose of investigating or prosecuting an offence — also others entities (police) may
have access (Australia, Austria, Germany, Ireland, Morocco).

An aspect of the principle of transparency is the issue of access to personal data
including the right to rectification of that data. Reports indicate that, as a rule, an
employee is entitled to know, what information on him or her has been recorded and

used (Austria, Belgium, Canada, Portugal).

4. How long are they stored.

In many countries it is forbidden to store records longer than necessary to fulfil the
stated purpose (Australia, Austria, Canada, Germany, Ireland, Israel, Morocco,
Netherlands, Portugal). In some countries data protection authorities may state limits
(Austria for instance 3 days, France- 1 month, Netherlands 24 hours without filing
notification)

In other reports it was mentioned, that they can be stored forever (Brazil).

5. Do employees have to be informed that camera surveillance will take place?

Does the use of camera surveillance require the consent of the employees ?
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In many countries the employees have to be informed that camera surveillance will
take place (Australia, Austria, Belgium, Canada, Estonia, Finland, France, Germany,
Ireland, Japan, Morocco, Netherlands, Portugal, Switzerland, USA- Connecticut,
Delaware).

In some countries the use of camera surveillance requires the consent of the
employees (Australia, Canada, Morocco). Other reports mention, that the employer
does not need any consent of the employee, because it is the employers property
(Belgium).

In some countries the consent broadens the employers right to use camera surveillance

(Austria, Germany). The consent can be waived by the employee (Austria, Canada).

6.a. Is there an obligation to inform the works council or trade unions about the
introduction and use of camera surveillance ?

In many legal systems (for instance in Austria, Belgium, Canada, Finland, France,
Germany, Netherlands, Portugal, Switzerland, USA- if unionized) there is an obligation
to inform or to consult workers or their representatives when implementing, changing or
withdrawing workplace rules or practices on processing personal data like camera

surveillance.

6.b. Is there an obligation to have an collective agreements (works council or
trade unions) defining the circumstances and conditions for the introduction and
the use of camera surveillance ?

In some countries there may be an obligation to have a collective agreement (works
council or trade unions) defining the circumstances and conditions for the introduction
and use of camera surveillance (Austria, Canada, Germany) or the consent of the

works council (Netherlands ).

7. Has the employer (controller, who uses electronic technology to process

personal data) the duty to notify the processing to the Data Protection Authority ?
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Does the employer need a permit from the Authority before he can set up the
camera? are the conditions for the permission for camera surveillance?

Has the Data Protection Authority the authority to impose changes in order to
make the processing or the surveillance satisfy the requirements of the law?

In some countries the employer has to notify the processing of recorded camera
surveillance to the Data Protection Authority (Austria, Belgium, France, Morocco,
Netherlands, Portugal). In other countries, the employer has to appoint a qualified
employee as data protection official. This official has to be informed (Germany)

In some countries the employer needs a permit from the Authority before camera
surveillance can start (Austria, France, Morocco, Portugal). Permission for camera
surveillance is only given in cases where reasons for such surveillance (prevention of
crimes, accidents etc.) are stronger than the interest of personal privacy.

In some countries, the Data Protection Authority may impose changes in order to make
the processing or the surveillance satisfy the requirements of the law (Austria, Belgium,
Canada, France, Germany, Ireland, Morocco, Netherlands, Portugal, Switzerland)

8. What are the consequences of a failure to comply with the rules on camera
surveillance (for instance punishment; liability to pay damages; works council or
trade unions or worker can demand the control measures to be stopped and the
prior situation to be restored....) ?

The worker can claim to stop camera surveillance and delete all records (Austria,
Belgium, Germany, Netherlands, Switzerland ). In some countries this can also be done
by the works council (Austria).

In some countries the data obtained illegally by electronic surveillance cannot be uses
in civil procedures (Germany)

Failure to comply with the rules on camera surveillance may lead to punishment
(Australia— maximum 5 years imprisonment, Austria, Belgium, Canada up to 100.000 $,
France, Ireland up to 100.000 EUR Iceland, Israel — 5 years, Japan, Morocco,

Netherlands , Portugal, Sweden, Switzerland).
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In many countries an indemnity can be imposed on the employer. The employer is liable
to compensate for the economic loss and sometimes also for the non-material damages
(Australia; Austria, Belgium, Brazil, Germany, France, Morocco, Netherlands,
Switzerland, USA).

In some countries a complaint may be addressed to the data protection authorities,
which may serve an enforcement notice on the employer requiring him/her to take such
action as is necessary to comply with the Act (Austria, Germany, Ireland, Morocco,
Netherlands ).

Conclusions:

1. The protection of personal data has become increasingly important in pace with the
development of information technology. Several international documents have been
adopted to regulate this area. Many countries also protect the right to privacy as a
constitutional principle.

2. However, there is no consistent and uniform approach to employment privacy issues.
The privacy protection of employees is dealt in a combination of constitutional laws,
general privacy laws and labour laws. Privacy laws -with some exceptions- are not
specifically written for the employment relationship. It often involves an interdependency

of data protection laws, criminal provisions, employment law principles, civil law
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provisions, collective bargaining agreements, codes of practice etc. Many employment
laws do not refer directly to the issue of privacy.

3. The use of cameras at working places is often associated with the idea of big brother.
Cameras allow to record and provide information, which may be very accurate.
Generally this is not adequate in toilets and dressing rooms.

4. In many countries using and recording camera surveillance is also regarded as a
guestion of data protection. So data protection laws are applicable to the employment
relationship and to the processing of personal data of employees by employers.
Therefore, the general data protection principles also apply to the employment
relationship. General principles of data protection law like, finality (collected for specific,
explicit and legitimate purposes), proportionality (adequate, relevant and not excessive
in relation to the purpose), transparency (information on the data subject), confidentiality
and security, supervision by data protection authorities are helpful.

5. National data protection authorities have supplemented the regulation by issuing
opinions or codes of practice. These guidelines of national data protection authorities
and also collective bargaining agreements help to specify the outcome of balancing
employers interests and employees expectations of privacy. These means of orientation
and the supervision by data protection authorities help to reduce the necessity of court

procedures.

Proposed topic 2011: Unemployment benefits
Annex: The national reports of Belgium and Canada which were not restricted to the
guestionnaire.

Election: President Gerhard Kuras; Vicepresidents: Phillippe Bron, Judith Snider
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ANNEXES

BELGIUM

UIM 53 éme congres international — année 2010
quatrieme commission d’études

Droit public/ Droit social

Sujet: « Aspects de la protection des données a caractere personnel dans le cadre de I'exécution
du contrat de travail. »

Préambule

Avant de répondre au questionnaire, une présentation plus générale du systeme belge est apparue
indispensable compte tenu de 1’évolution récente de la doctrine de la Cour de cassation belge en
ce qui concerne I’admissibilité des preuves en droit belge.

La présente contribution a été établie sur base des articles de doctrine suivants :

-« Compendium social 2009-2010 », van Eeckhoutte et Neuprez, n® 1390 a 1400, Kluwer,

- Revue critique de jurisprudence belge 2009, Cass. 10 mars 2008, note Fabienne Kefer, p.
3332352,

-« Le licenciement pour motif grave », Hervé Deckers, in Etudes pratiques de droit social,
Kluwer 2008,

-« Licéité de la preuve et droit au respect de la vie privée : principes et sanction », Karen Rosier
et Steve Gilson, Revue du droit des technologies de 1’information n°® 31/ 2008, p. 244 a
258.

Exposé général

. Législations applicables
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La législation belge comporte deux législations actuellement en vigueur concernant 1’usage de
caméras de videosurveillance, a savoir :

1° la Convention collective de travail n° 68 du 16 juin 1998 relative a la protection de la vie
privée des travailleurs a 1’égard de la surveillance par caméras sur le lieu de travail ;

2° la loi du 21 mars 2007 réglant I’installation et 1’utilisation de caméras de surveillance ;

La loi du 21 mars 2007 exclut de son champ d’application I’installation et 1’utilisation de caméras de surveillance
sur le lieu de travail, destinées a garantir la sécurité et la santé, la protection des biens de I’entreprise, le contréle du
processus de production et le contréle du travail du travailleur, matiére qui reléve de la convention collective n°68
du 16 juin 1998 relative a la protection de la vie privée des travailleurs a 1’égard de la surveillance par caméras sur le
lieu de travail.

Cette loi concerne I’installation de tout systéme d’observation fixe ou mobile dont le but est de prévenir, de
constater ou de déceler les délits contre les personnes ou les biens ou les nuisances au sens de I’article 135 de la
nouvelle loi communale, ou de maintenir 1’ordre public et qui, a cet effet, collecte, traite ou sauvegarde des images
recueillies dans :

- un lieu ouvert (tout lieu non délimité par une enceinte et accessible librement au public),

- un lieu fermé accessible au public (tout batiment ou lieu fermé destiné a I’usager du public, ou des services
peuvent lui étre fournis),

- un lieu fermé non accessible au public (tout batiment ou lieu fermé destiné uniquement a 1’usage des
utilisateurs habituels).

Il. Convention collective du travail n° 68 du 16 juin 1998

Par Convention collective de travail conclue au sein du Conseil national du travail le 16 juin
1998 et rendue obligatoire par arrété royal du 20 septembre 1998, les organisations les plus
représentatives des employeurs et des travailleurs ont conclu une convention portant le n°68
relative a la protection de la vie privée des travailleurs a I’égard de la surveillance par caméras
sur le lieu de travail (annexe 1).

Tenant compte de ce que la surveillance par caméras sur le lieu de travail était de nature a porter
atteinte a la vie privée des travailleurs, les interlocuteurs sociaux ont estimé nécessaire de
déterminer les conditions d’admissibilité et d’installation d’une vidéosurveillance sur le lieu du
travail.

Définition de la notion de surveillance par caméras sur le lieu de travail

« Il y a lieu d’entendre par surveillance par caméras, tout systéme de surveillance comportant une ou
plusieurs caméras et visant & surveiller certains endroits ou certaines activités sur le lieu de travail a
partir d’un point qui s’en trouve géographiquement éloigné dans le but ou non de conserver les images
dont il assure la collecte » (art.2 CCT)



Page 10

Modalités générales d’application

1. La surveillance par caméras sur le lieu de travail avec ou sans conservation des images n’est
autorisée que lorsque I’une des quatre finalités suivantes est poursuivie :

1° la sécurité et la santé ;
2° la protection des biens de I’entreprise ;
3° le contréle du processus de production ;

Ce controle peut porter tant sur les machines que sur les travailleurs.
Lorsqu’il porte sur les machines, il a pour but d’en vérifier le bon fonctionnement.
Lorsqu’il porte sur les travailleurs, il a pour but I’évaluation et I’amélioration de 1’organisation du travail.

4° le controle du travail du travailleur conformément a 1’article 9, § 2 de la CCT n° 68.

La poursuite de cette finalité ne peut avoir pour conséquence que les décisions et évaluations de I’employeur se
fondent exclusivement sur les données collectées par voie de surveillance par caméra.

2. Selon la finalité poursuivie, la surveillance par caméras peut étre permanente ou temporaire.
La surveillance peut étre permanente lorsqu’il y va:
1° de la sécurité et la santé ;

2° de la protection des biens de I’entreprise ;
3° du contréle du processus de production qui porte uniquement sur les machines.

La surveillance ne peut étre que temporaire lorsqu’il y va de :

1° du contr6le du processus de production qui porte sur les travailleurs ;
2° du contrdle du travail du travailleur.

3. La surveillance par caméras doit respecter le principe de proportionnalité, en ce sens que la
surveillance ne peut étre incompatible avec la finalité expressément décrite.

La convention précise a cet égard que la surveillance doit étre adéquate, pertinente et non
excessive au regard de cette finalité.

4. La convention prévoit enfin que la surveillance ne peut en principe entrainer une ingérence
dans la vie privée du travailleur.

Si une ingérence devait toutefois intervenir, elle doit étre réduite au minimum a I’intervention du
Conseil d’entreprise ou, a son défaut, du Comité pour la prévention et la protection au travail.
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En cas d’ingérence lors de la surveillance temporaire du travail du travailleur, un accord doit
intervenir entre ’employeur et la délégation syndicale en 1’absence de Conseil d’entreprise et de
Comité pour la prévention et la protection au travail.

Procédure de mise en ceuvre de la surveillance par caméras

Préalablement a la mise en ceuvre de la surveillance par caméras, I’employeur doit informer le
Conseil d’entreprise sur tous les aspects de la surveillance par caméras, conformément aux
dispositions de la CCT n°9 du 9 mars 1972 coordonnant les accords nationaux et les conventions
collectives de travail relatifs aux conseils d’entreprise (rendue obligatoire par arrété royal du 12
septembre 1972).

A défaut de Conseil d’entreprise, I’information sera fournie au Comité pour la prévention et la
protection au travail, a son défaut a la délégation syndicale et, a son défaut, aux travailleurs.

Lors de la mise en oeuvre de la surveillance par caméras, I’employeur doit informer les
travailleurs concernés sur tous les aspects de la surveillance par caméras, c¢’est-a-dire :

- lafinalité poursuivie,

- le fait que les images sont ou non conservees,

- le nombre de caméras,

- DP’emplacement de la ou des caméras,

- la période ou les périodes concernées pendant lesquelles la ou les caméras fonctionnent.

Modalités spécifiques d’application en cas de conservation des images

1. En cas de conservation des images, la CCT impose a ’employeur de traiter les images
collectées de bonne foi et en conformité avec la finalité décrite.

Si, d’aventure, les images collectées étaient utilisées a des finalités autres que celle pour laquelle
la surveillance par caméras a ét¢ introduite, I’employeur doit s’assurer que cet usage est
compatible avec la finalité initiale et prendre toutes les mesures pour éviter, vu le contexte, des
erreurs d’interprétation.

Les travailleurs peuvent a tout moment invoquer les dispositions des articles 10, 12 et 13 de la loi
du 8 décembre 1992 relative a la protection de la vie privée a I’égard du traitement des données a
caractere personnel.

Pour exercer ces droits, ils peuvent se faire assister par leur délégué syndical.

Ainsi, les travailleurs ont-ils le droit :

- de prendre connaissance des données qui se rapportent a eux en introduisant une requéte
datée et signée,
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- de faire modifier des donnees incorrectes,

- d’obtenir le retrait des données personnelles ou I’interdiction d’utilisation des données
personnelles, dans la mesure ou ces données, compte tenu de 1’objectif du traitement ne
sont pas utilisées de maniere satisfaisante ou appropriée ou que leur enregistrement,
communication ou conservation est interdit.

A cette fin, ils peuvent s’adresser a la Commission de protection de la vie privée pour I’exercice
de ces droits.

2. Le régime défini par la convention n° 68 confirme et concrétise les principes de la loi du 8
décembre 1992 relative a la protection de la vie privée a 1I’égard du traitement des données a
caractére personnel, ¢’est-a-dire, le principe de « finalité », le principe de « proportionnalité » et
« I’obligation d’information préalable », quelle que soit la forme de surveillance par caméras sur
le lieu de travail, que les données filmées soient conservées ou pas.

Il convient toutefois d’observer que, si la loi du 8 décembre 1992 contribue dans certaines
hypotheéses a protéger la vie privée des individus, ses conditions d’applications n’impliquent pas
qu’il y ait atteinte a la vie privée. Cette législation entend régir le traitement de toute donnée des
lors qu’elle a trait & une personne physique, et ce indépendamment du fait que les données en
question relévent ou non de la sphére privée.

Le non-respect de la loi du 8 décembre 1992 rend illicite le traitement des données a caractére
personnel, en ce inclus la communication de données a des tiers.

En conséquence, une telle violation:

- permet d’écarter les preuves recueillies en méconnaissance des dispositions de la loi,

- ouvre un droit d’action dans le chef du travailleur pour faire supprimer les données le
concernant en vertu de I’article 14 de la loi du 8 décembre 1992, et ce également aupres
de tiers (fisc),

Les articles 15 bis, 38 et suivant de la loi prévoient enfin des sanctions pénales et civiles
spécifiques.

L’article 39 dispose notamment que :

« Est puni d’'une amende de 100 a 100.000 Bef,

1) le responsable du traitement, son représentant en Belgique, son préposé ou mandataire qui traite des
données a caractére personnel en infraction aux conditions imposées par l'article 4, § 1°" »

Ledit article 4 pose que :
« 8 1. Les données a caractere personnel doivent étre :

1° traitées loyalement et licitement;
2° collectées pour des finalités déterminées, explicites et Iégitimes, et ne pas étre traitées ultérieurement
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de maniere incompatible avec ces finalités, compte tenu de tous les facteurs pertinents, notamment des
prévisions raisonnables de I'intéressé et des dispositions Iégales et réglementaires applicables. Un
traitement ultérieur a des fins historiques, statistiques ou scientifiques n'est pas réputé incompatible
lorsqu'il est effectué conformément aux conditions fixées par le Roi, aprés avis de la Commission de la
protection de la vie privée;

3° adéquates, pertinentes et non excessives au regard des finalités pour lesquelles elles sont obtenues et
pour lesquelles elles sont traitées ultérieurement;

4° exactes et, si nécessaire, mises a jour; toutes les mesures raisonnables doivent étre prises pour que
les données inexactes ou incompleétes, au regard des finalités pour lesquelles elles sont obtenues ou pour
lesquelles elles sont traitées ultérieurement, soient effacées ou rectifiées;

5° conservées sous une forme permettant I'identification des personnes concernées pendant une durée
n'excédant pas celle nécessaire a la réalisation des finalités pour lesquelles elles sont obtenues ou pour
lesquelles elles sont traitées ultérieurement. Le Roi prévoit, aprés avis de la Commission de la protection
de la vie privée, des garanties appropriées pour les données a caractére personnel qui sont conservees
au-dela de la période précitée, a des fins historiques, statistiques ou scientifiques.

8 2. Il incombe au responsable du traitement d'assurer le respect du § 1. ».

En ce qui concerne les sanctions civiles :

1) I’article 40 prévoit la possibilité d’insertion du jugement dans un ou plusieurs journaux ;

2) I’article 41 prévoit la confiscation et/ ou I’effacement des supports matériels des données a
caractere personnel formant I’objet de I’infraction,

3) le méme article prévoit également la possibilité d’interdire de gérer, personnellement ou par
personne interposée, et pour deux ans maximums, tout traitement de données a caractére

personnel..

L’article 15 bis prévoit quant a lui une cause de responsabilité objective a charge du responsable
du traitement dans I’hypothése ou la personne concernée par le traitement de données subit un
dommage causé par un acte contraire aux dispositions déterminées par ou vertu de la loi du 8

décembre 1992.

Outre ces sanctions spécifiques, il convient de demeurer attentif au fait que, de maniére générale,
les articles 56 et 57 de la loi du 5 décembre 1968 sur les conventions collectives de travail et les
commissions paritaires prévoient que les employeurs, leurs préposés ou mandataires coupables
d’une infraction a une convention collective rendue obligatoire par arrété royal sont passibles de
sanctions pénales (emprisonnement de 8 jours & un mois et d’une amende de 26 a 500 Bef, ou
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d’une de ces peines seulement), I’amende étant due autant de fois qu’il y a de travailleurs
occupés en violation de la CCT.

Enfin, il faut savoir que le montant des amendes est actuellement a multiplier par un coefficient
de 5,5 en sorte qu’une peine d’amende de 1000 Bef ou 25,00 € équivaut a une amende de 5.500
Befou 137,5 €.

Quid de la protection offerte aux travailleurs en cas d’usage d’images prises sur le lieu de travail sans avoir respecté
le prescrit de la convention collective n°68?

1. En quelques décennies, la Cour de cassation de Belgique a modifié sa doctrine concernant les
principes applicables en matiére d’admissibilité des preuves.

Traditionnellement, les juridictions du travail considéraient que, lorsqu’un employeur établissait
un motif grave dans le chef d’un de ses travailleurs au moyen d’images recueillies par une
caméra vidéo installée dans les locaux de I’entreprise sans qu’aient été respectées les dispositions
de la loi du 8 décembre 1992 et de la CCT n° 68, la preuve avait été obtenue de maniére
irréguliére et devait par conséquent étre rejetée.

Ainsi, a défaut pour I’employeur de pouvoir produire une preuve régulicre, il était censé ne pas
rapporter la preuve du motif grave invoqué avec pour conséquence de devoir payer au travailleur
une indemnité compensatoire de preavis.

Cette jurisprudence constituait une application classique de la doctrine de la Cour de cassation en
matiere d’admissibilité de la preuve, laquelle était fondée sur le principe de Iégalité de la preuve
énoncée pour la premiere fois dans un arrét rendu le 10 décembre 1923 (Pas., 1924,1, p.66).

Ce principe consiste a rejeter toute preuve recueillie de maniere illégale et tout élément de
preuve qui serait la conséquence d’un élément recueilli illégalement.

Ce principe simple était commun a toutes les matiéres.

Il emportait interdiction pour le juge de prendre en considération un élément de preuve qu’un
plaideur se serait procuré de maniére illicite et les éléments qui en découlent (par exemple un
aveux).

Ce principe avait toutefois pour travers qu’il entravait et parfois paralysait la manifestation de la
Verité.

2. Par un premier arrét rendu le 14 octobre 2003, la section flamande de la 2™ chambre
(chambre pénale) de la Cour de cassation a admis que la preuve ne doit pas nécessairement étre

¢écartée des débats lorsqu’elle a été obtenue illégalement.
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« La circonstance qu’un éelément de preuve a été obtenu illicitement a, en régle, uniquement pour
conséquence, que le juge, lorsqu’il forme sa conviction, ne peut prendre cet élément en considération ni
directement, ni indirectement soit lorsque le respect de certaines conditions de forme est prescrit a peine
de nullité, soit lorsque l’irrégularité commise a entaché lé crédibilité de la preuve, soit lorsque ['usage de
la preuve est contraire au droit a un proces équitable ».

Cette doctrine sera confirmée par un second arrét de la section flamande de la Cour de cassation
rendu le 23 mars 2004 avant d’étre étendu aux illégalités consistant dans la méconnaissance de
droits protégés par la Convention européenne des droits de I’homme et par la Constitution (Cass.,
16 novembre 2004, pas. 2004, p. 1795 et les conclusions du ministére public).

Par un arrét rendu le 2 mars 2005 (Pas., 2005, I, p. 505 et conclusions du ministére public), la
section francophone de la Cour de cassation a consacreé la fin du principe de légalité de la preuve
en matiere pénale aux motifs suivants :

L’omission d’information du personnel « n’étant pas sanctionnée de nullité par la loi, ¢ ’est au juge
qu’il appartient d’apprécier les conséquences, sur la recevabilité des moyens de preuve produits aux
débats, de lirrégularité ayant entaché leur obtention.

Lorsque lirrégularité commise ne compromet pas le droit a un proces équitable, n’entache pas la
fiabilité de la preuve et ne méconnait pas une formalité prescrite a peine de nullité, le juge peut, pour
decider qu’il y a lieu d’admettre des éléements irrégulierement produits, prendre en considération,
notamment, la circonstance que [’illicéité commise est Sans commune mesure avec la gravité de
Uinfraction dont I’acte irrégulier a permis la constatation, ou que cette irrégularité est sans incidence sur
le droit ou la liberté protégés par la norme transgressée. »

Il en allait en ’espéce de la mise en ceuvre de la surveillance par caméra sans information
préalable qui avait permis a ’employeur d’établir que sa caissiere n’enregistrait pas la totalité
des achats effectués par les clients et s’appropriait de la sorte frauduleusement la différence entre
les montants enregistrés et les montants réels des ventes.

Rejetant 1’argument de la travailleuse selon lequel la production de bandes de vidéo surveillance
portait atteinte a son droit a la protection de la vie privée, I’avocat général Vandermeersch
écrivait en ses conclusions précédant 1’arrét : « 4 ['instar du secret professionnel, le droit a la
protection de la vie privée n’a pas été institué pour couvrir des infractions. En [’espéce, la mesure était
ciblée dans le temps et [’espace et elle était apparemment strictement limitée au but poursuivi, a savoir le
constat d’éventuelles infractions, Dés lors que la défenderesse disposait de soupgons sérieux de
lexistence d’infractions, il était légitime qu’elle ait le souci d’en recueillir les preuves avant d’en faire la
dénonciation conformément a l’article 30 du code d’instruction criminelle. 1l ne me parait pas que ces
éléments doivent céder le pas a la valeur protégée par la convention collective du 16 juin 1998, a savoir
la vie privée du travailleur. Des lors, la violation éventuelle de la vie privée de la (travailleuse) et le non-
respect de [’obligation prévue a l’article 9 de la convention précitée, ne doivent pas entrainer, a mes
yeux, [’exclusion du moyen de preuve. »

D’autres arréts ont été prononcés par la suite confirmant la remise en cause du principe de la
légalité de la preuve ((Cass. 12 octobre 2005, 8 novembre 2005, 31 octobre 2006, 21 novembre
2006, 22 novembre 2006).
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3. A la suite de ces arréts prononcés en matiére pénale, la question s’est posé de savoir si cette
nouvelle regle propre a la procédure pénale pouvait étre transposée a la procédure civile.

En d’autres termes, est-ce que, dans le cadre d’intéréts purement privés (relations travailleur-
employeur) et non plus dans le cadre de la recherche du maintien de 1’ordre public au profit de
I’ensemble de la société, il pouvait étre fait usage devant le juge civil d’une preuve recueillie
illégalement — pour autant qu’il n’en résulte pas une violation flagrante des principes qui fondent
I’Etat de droit — en rejetant le principe de loyauté réciproque qui doit présider aux relations entre
particuliers et qui permet de s’opposer a la production d’une preuve obtenue illégalement pour
¢tablir la réalité d’un fait.

A cet égard, les juges du fond se sont massivement opposés a I’application de la jurisprudence de
la chambre pénale de la Cour de cassation.

Ainsi, dans des circonstances sensiblement identiques a celles de 1’arrét du 2 mars 2005 (vol
dans la caisse (Trib.trav.Liége, 6 mars 2007, JLMB 2008, p. 389), vol de denrées appartenant a
I’employeur (C.trav. Bruxelles, 15 juin 2006, JTT 2006, p. 392), des juridictions ont écarté des
images produites par I’employeur comme preuve de la faute grave justifiant le licenciement, pour
le seul motif qu’elles avaient été recueillies en violation de la convention collective de travail
n°68 ou d’autres dispositions.

4.Par un arrét rendu le 10 mars 2008 (n° de rdle S.07.0073.N), la section flamande de la 3°™
chambre (chambre sociale et fiscale) de la Cour de cassation, amenée a trancher la question de
savoir si une preuve obtenue de fagon illégale, ou découlant d’un élément de preuve recueilli de
manicre illégale, était aussi digne de foi et convaincante qu’un élément récolté de maniere licite,
ou si, au contraire, cette preuve devait étre rejetée des débats et ne pouvait servir de souténement
d’une décision, a formulé la méme regle que dans ses arréts rendus en maticre pénale.

Il s’agissait en 1’espéce d’apprécier la régularité d’une enquéte établie par I’ONEm (Office
National de I’Emploi) initiée sur base d’un procés-verbal contenant les déclarations d’un
chdmeur, proces-verbal dont la communication a I’ONEm n’avait pas recu 1’autorisation du
procureur général.

La cour du travail avait considéré en ’espeéce que « la circonstance qu’un élément de preuve a été
illicitement recueilli a pour conséquence que le juge ne peut se fonder, directement ou indirectement, sur
cet élément de preuve pour asseoir sa conviction »

La Cour de cassation en a décidé autrement, donnant davantage d’espace a la recherche de la
vérité qu’a la nécessité de respecter la loi.

Ainsi, des éléments de preuve collectés a la suite d’une violation, par 1’autorité, de ses
obligations ou a la suite de la violation, par une partie, du droit de I’autre a la vie privee ne
doivent pas ipso facto étre écartés des débats.
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La Cour énonce neanmoins trois hypotheses dans lesquelles le juge est autorisé a rejeter une
preuve collectée de maniere irréguliere :

- laviolation d’une régle prescrite a peine de nullité,
- le vice entachant la fiabilité d’une preuve,
- la compromission du droit au procés équitable.

A ce dernier égard, le juge devra apprécier si la preuve déloyale rend ou ne rend pas le proces
déloyal mettant ainsi en péril le droit au proces équitable.

Si, lors de I’appréciation globale que le juge devra effectuer de la balance des intéréts en jeu
(principe de proportionnalité), il devait conclure que le proces équitable est compromis, force lui
serait d’écarter la preuve irréguliérement collectée.

Depuis I’arrét de la Cour de cassation du 10 mars 2008, le tribunal du travail de Gand a fait
application de cette doctrine (1* septembre 2008, RG 175054/06) concernant la production par
un employeur de courriels obtenu a la suite de la fouille de 1’ordinateur de son travailleur,
courriels qui permettaient d’établir que I’intéressé lui faisait concurrence.

Le tribunal a considéré que les piéces ne devaient pas étre ecartées car :

- d’une part, aucune regle prescrite a peine de nullité n’avait été violée ;

- d’autre part, a supposer que ces preuves aient été obtenues de maniére illicite, la gravité
des manquements du travailleur dépasse 1’illicéité commise par I’employeur ;

- enfin, la fiabilité des preuves n’a pas été atteinte et le droit au procés équitable n’a pas été
mis en péril.

1. Conclusions

1. Par un arrét du 10 mars 2008, la section flamande de la 3¢me chambre (chambre sociale et
fiscale) de la Cour de cassation a, a nouveau, proclamé 1’unité de la régle en matiere
d’admissibilité de la preuve en permettant, dans le cadre du contentieux civil, la production de
preuves obtenues de manieres irréguliéres sous la réserve que le juge est autorisé a rejeter une
preuve collectée de maniére irréguliere en cas de:

- violation d’une regle prescrite a peine de nullité,
- vice entachant la fiabilité¢ d’une preuve,
- compromission du droit au proces equitable.

Cet abandon du principe de légalité de la preuve affaiblit certes les libertés fondamentales — ce
qui n’est jamais souhaitable - , mais traduit par contre un souci plus grand de la manifestation de
la verité, valeur fondamentale tant dans la procédure penale que dans la procedure civile.
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2. Certes, on pourrait arguer que, par son arrét de principe du 10 mars 2008, la Cour de cassation
ne s’est pas prononcée quant a la légalité de la production, au titre de preuve, de bandes de
vidéosurveillance recueillies sur le lieu de travail au moyen d’une installation de
vidéosurveillance établie dans 1’entreprise pour d’autres finalités..

En principe, la question reste donc en suspend.

Toutefois, la transgression de la finalité de I’installation d’une vidéosurveillance n’étant pas
sanctionnée par une guelconque nullité, la production, au titre de preuve, de bandes de
vidéosurveillance recueillie sur le lieu de travail pour établir une faute grave du travailleur ne
devrait pas constituer une exception au nouveau principe d’admissibilité des preuves tel que
définis par la Cour de cassation.

En toutes hypothéses, a supposer que la production d’une telle preuve vienne a ne pas étre
autorisée au plan civil, rien n’empécherait I’employeur de s’adresser a la juridiction pénale, plus
sensible & admettre une preuve irréguliére, ce qui lui permettrait d’obtenir plus aisément une
décision établissant les faits, avec I’avantage d’étre revétue de 1’autorité de la chose jugée du
criminel sur le civil.

Une telle décision revétue de I’autorité de la chose jugée « erga omnes » du pénal sur le civil ne
pourrait que conduire les juridictions du travail a rejeter la demande du travailleur, pour autant
que les conditions légales du motif grave demeurent réunies.

3. Ainsi, méme si le non-respect de la CCT n° 68 et de la loi du 8 décembre 1992 rend
I’employeur passible de sanctions pénales et civiles, rien n’empéchera ce méme employeur de
produire, en vue d’établir un éventuel motif grave de son travailleur, des images de
vidéosurveillance irrégulierement recueillies et, donc, d’utiliser des images de vidéosurveillance
en dehors de la finalité pour laquelle la vidéosurveillance a été installée dans 1’entreprise.

En renoncgant au principe « sacro-saint » de la 1égalité de la preuve au profit d’une recherche plus
grande de la vérité, la Cour permet dorénavant a I’employeur et au travailleur d’user de preuves
parfois obtenues irréguliérement, voire méme résultant de la commission d’une infraction,
notamment en ce qui concerne la production irréguliere d’images provenant de vidéosurveillance
sur le lieu du travail.

Dans ces conditions, on pourrait certes s’interroger sur la protection que la convention collective
de travail n° 68 est encore a méme de garantir au travailleur dés I’instant ou I’employeur peut
user de bandes de vidéo surveillance dans un contexte autre que celui pour lequel une
vidéosurveillance a été installée dans 1’entreprise.

Il faut toutefois convenir que le droit a la protection de la vie privée n’a pas €té institué pour
couvrir des infractions et que, lorsqu’un travailleur invoque le droit a la vie privée pour échapper
a la sanction de son comportement (vol, etc...), il n’invoque pas le droit a I’épanouissement
personnel mais abuse de son droit en le détournant de sa finalité.
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Il reviendra en définitive au juge d’apprécier au nom du principe de proportionnalité le degré de
gravité des fautes commises respectivement par le travailleur et I’employeur.

Au cas ou la faute de I’employeur « excéde manifestement » ou est « hors de proportion » avec la

faute du travailleur, le juge écartera la preuve irrégulierement obtenue au nom du droit au procés
équitable

2010 quatrieme commission d’études
Droit public/ Droit social

QUESTIONNAIRE 2010

Aspects de la protection des données a caractére personnel dans le cadre de I'exécution du
contrat de travail.

1. Existe-t-il des dispositions légales relatives a I'usage de caméras de
surveillance, plus spécialement quant a leur usage sur les lieux de
travail?Existe-t-il des conventions collectives définissant les circonstances et
les conditions requises pour I'introduction et I'usage de caméras de
surveillance?

La législation belge comporte deux Iégislations actuellement en vigueur concernant 1’usage
de caméras de vidéosurveillance, a savoir :

1° la Convention collective de travail n° 68 du 16 juin 1998 relative a la protection de la vie
privée des travailleurs a 1’égard de la surveillance par caméras sur le lieu de travail ;

2° la loi du 21 mars 2007 réglant I’installation et I’utilisation de caméras de surveillance ;

La loi du 21 mars 2007 exclut de son champ d’application 1’installation et 1’utilisation de caméras de surveillance
sur le lieu de travail, destinées a garantir la sécurité et la santé, la protection des biens de I’entreprise, le contréle du
processus de production et le contréle du travail du travailleur, matiére gui reléve de la convention collective n°68
du 16 juin 1998 relative a la protection de la vie privée des travailleurs a I’égard de la surveillance par caméras sur le
lieu de travail.

Cette loi concerne I’installation de tout systéme d’observation fixe ou mobile dont le but est de prévenir, de
constater ou de déceler les délits contre les personnes ou les biens ou les nuisances au sens de ’article 135 de la
nouvelle loi communale, ou de maintenir 1’ordre public et qui, a cet effet, collecte, traite ou sauvegarde des images
recueillies dans :

- un lieu ouvert (tout lieu non délimité par une enceinte et accessible librement au public),
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- un lieu fermé accessible au public (tout batiment ou lieu fermé destiné a I’usager du public, ou des services
peuvent lui étre fournis),

- un lieu fermé non accessible au public (tout batiment ou lieu fermé destiné uniquement a 1’usage des
utilisateurs habituels).

2. Est-il obligatoire pour les employeurs de définir le but de I'usage des caméras
de surveillance [a]?
Cet usage est-il limité a certaines finalités ( par exemple la sécurité et la sGreté,
protection de la propriété ou de I'entreprise, le controle du processus de
production, le controle de I'activité du travailleur,...) [b].
Est-il permis d'utiliser des caméras d surveillance pour controler un groupe de
travailleurs en général ou certains travailleurs en particuliers? [c]
Les cameras de surveillance sont-elles autorisées dans les toilettes, les
vestiaires ou les salles de réunion ? [d]

[a] Préalablement a la mise en ceuvre de la surveillance par caméras, I’employeur doit
informer le Conseil d’entreprise sur tous les aspects de la surveillance par caméras,
conformément aux dispositions de la CCT n°9 du 9 mars 1972 coordonnant les accords
nationaux et les conventions collectives de travail relatifs aux conseils d’entreprise
(rendue obligatoire par arrété royal du 12 septembre 1972).

A défaut de Conseil d’entreprise, I’information sera fournie au Comité pour la prévention et la
protection au travail, a son défaut a la délégation syndicale et, a son défaut, aux travailleurs.

Lors de la mise en oeuvre de la surveillance par caméras, I’employeur doit informer les
travailleurs concernés sur tous les aspects de la surveillance par caméras, ¢’est-a-dire :

- lafinalité poursuivie,

- le fait que les images sont ou non conservees,

- le nombre de caméras,

- I’emplacement de la ou des caméras,

- la période ou les périodes concernées pendant lesquelles la ou les caméras fonctionnent.
[b] La surveillance par caméras sur le lieu de travail avec ou sans conservation des images n’est
autorisée que lorsque 1’une des finalités suivantes est poursuivie :

1° la sécurité et la santé ;
2° la protection des biens de I’entreprise ;
3° le contr6le du processus de production ;

Ce controle peut porter tant sur les machines que sur les travailleurs.
Lorsqu’il porte sur les machines, il a pour but d’en vérifier le bon fonctionnement.
Lorsqu’il porte sur les travailleurs, il a pour but 1’évaluation et I’amélioration de I’organisation du travail.

4° le controle du travail du travailleur conformément a 1’article 9, § 2 de la CCT n° 68.
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La poursuite de cette finalité ne peut avoir pour conséquence que les décisions et évaluations de I’employeur se
fondent exclusivement sur les données collectées par voie de surveillance par caméra.

[c] L’utilisation de caméras de surveillance est autorisée tant pour la surveillance d’un groupe de
travailleur lorsqu’il s’agit du controle de processus de production que d’un travailleur en
particulier lorsqu’il s’agit du contréle du travail du travailleur pour autant que 1I’employeur
respecte la finalité initialement poursuivie.

[d] La convention précise que la surveillance doit étre adéquate, pertinente et non excessive au
regard de la finalité poursuivie et qu’en toute hypothése, elle ne peut en principe entrainer une
ingérence dans la vie privée du travailleur.

Il doit s’en déduire que, a tout le moins dans les toilettes et le, le cas échéant, dans les vestiaires,
I’usage de caméras de surveillance ne sera pas autorisée.

3. Qui peut disposer des informations filmées ?

Les travailleurs peuvent a tout moment invoquer les dispositions des articles 10, 12 et 13 de la loi
du 8 décembre 1992 relative a la protection de la vie privée a I’égard du traitement des données a
caractére personnel.

Pour exercer ces droits, ils peuvent se faire assister par leur délégué syndical.
Ainsi, les travailleurs ont-ils le droit :

- de prendre connaissance des données qui se rapportent a eux en introduisant une requéte
datée et signée,

- de faire modifier des données incorrectes,

- d’obtenir le retrait des données personnelles ou I’interdiction d’utilisation des données
personnelles, dans la mesure ou ces données, compte tenu de I’objectif du traitement ne
sont pas utilisées de maniere satisfaisante ou appropriée ou que leur enregistrement,
communication ou conservation est interdit.

A cette fin, ils peuvent s’adresser a la Commission de protection de la vie privée pour 1’exercice
de ces droits.

4. Combien de temps sont-elles conservees ?

La CCT n° 68 n’a prévu aucun délai pour la conservation des bandes de vidéo surveillance.
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5. Les travailleurs sont-ils tenus d'étre informés de la mise en place de caméras de
surveillance ? L'usage de caméra de surveillance requiert-il leur accord ?

Lors de la mise en oeuvre de la surveillance par caméras, I’employeur doit informer les
travailleurs concernés sur tous les aspects de la surveillance par caméras, ¢’est-a-dire :

- lafinalité poursuivie,

- le fait que les images sont ou non conservees,

- le nombre de caméras,

- I’emplacement de la ou des caméras,

- la période ou les périodes concernées pendant lesquelles la ou les caméras fonctionnent.

6. L'information du Conseil d'entreprise ou de la délégation syndicale est-elle
obligatoire en cas d'introduction et d'usage de caméras de surveillance ?
L'établissement d'une convention collective définissant les circonstances et les
conditions d'introduction et d'usage des caméras de surveillance est-il obligatoire ?

Préalablement a la mise en ceuvre de la surveillance par caméras, I’employeur doit informer le
Conseil d’entreprise sur tous les aspects de la surveillance par caméras.

A défaut de Conseil d’entreprise, I’information sera fournie au Comité pour la prévention et la
protection au travail, a son défaut a la délégation syndicale et, a son défaut, aux travailleurs.

7. L'employeur (contr6leur, qui use de technologie électronique pour le traitement des
données personnelles) a-t-il I'obligation de notifier le traitement des données recueillies
par caméras de surveillance a I'autorité de protection de ces données ?[a]

L'employeur a-t-il besoin de I'autorisation de cette autorité avant I'installation de
caméras ?[b]

Quelles sont les conditions requises pour pouvoir bénéficier de I'autorisation
d'installation de caméras de surveillance ?[c]

L'autorité de protection des données dispose -elle du pouvoir d'imposer des
modifications en vue d'adapter le processus de surveillance aux criteres de la loi ?[d]

[a] En cas de conservation des données, il serait normal que I’employeur soit tenu, en application
de l’article 17 de la loi du 8 décembre 1992 relative a la protection de la vie prive a I’égard du
traitement des données a caractéere personnel, norme hiérarchiquement supérieure a la CCT n°
68, de declarer aupres de la Commission de protection de la vie privée le traitement des données
recueillies par caméras de surveillance des lors que I’arrété royal du 13 février 2001 portant
exécution de la loi du 8 décembre 1992 n’a pas exclu I’hypothese de la collecte d’information
par caméras de vidéosurveillance sur le lieu du travail de 1’obligation générale de déclaration
fixée par ’article 17 de la loi.

En effet, Iarticle 3, § 1% de la loi dispose qu’elle « s applique a tout traitement de données a
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caractere personnel automatisé en tout ou en partie, ainsi qu tout traitement non automatisé de données a
caractere personnel contenues ou appelées a figurer dans un fichier. »

[b] L’autorisation de la Commission de protection de la vie privée n’est pas nécessaire pour
I’installation d’un systéme de caméras de vidéosurveillance. La Commission peut toutefois, dans
le cadre de ses pouvoirs de contréle et d’enquéte prévus a I’article 31 et 32 de la loi (examen des
plaintes), exiger d’autres ¢léments d’information, notamment 1’origine des données a caractére
personnel, la technique d’automatisation choisie et les mesures de sécurité choisies.

[c] Sans objet.

[d] Lorsque la Commission de la protection de la vie privée estime qu’un traitement non
automatisé de données a caractere personnel contenues ou appelées a figurer dans un fichier est
susceptible de porter atteinte a la vie privée, elle peut soit d’office, soit sur requéte d’une
personne concernée enjoindre au responsable du traitement de lui communiquer tout ou partie
des informations énumérées a 1’article 17.

Art. 17, 8 3. La déclaration doit mentionner :

1° la date de la déclaration et, le cas échéant, la mention de la loi, du décret, de I'ordonnance ou de l'acte
réglementaire décidant la création du traitement automatisé;

2° les nom, prénoms et adresse compléte ou la dénomination et le siége du (responsable du traitement) et, le cas
échéant, de son représentant en Belgique;

3° (abrogé)

4° la dénomination du traitement automatisé;

5° la finalité ou I'ensemble des finalités liées du traitement automatisé

6° les catégories de données a caractére personnel qui sont traitées avec une description particuliére des données
visées aux articles 6 a 8;

7° les catégories de destinataires a qui les données peuvent étre fournies;

8° les garanties dont doit étre entourée la communication de données aux tiers ;

9° les moyens par lesquels les personnes qui font I'objet des données en seront informées, le service auprés duquel
s'exercera le droit d'acces et les mesures prises pour faciliter I'exercice de ce droit;

10° la période au-dela de laquelle les données ne peuvent plus, le cas échéant, étre gardees, utilisées ou diffusées.

11° une description générale permettant d'apprécier de fagon préliminaire le caractére approprié des mesures
prises pour assurer la sécurité du traitement en application de I'article 16 de cette loi;

12° les motifs sur lesquels le responsable du traitement fonde, le cas échéant, I'application de I'article 3, § 3, de la
présente loi

8. Quelles sont les conséquences d'un refus de se soumettre aux regles fixées pour
I'usage de caméras de surveillance (par exemple : sanction pénale; obligation de payer
des dommages et intéréts, possibilité pour le Conseil d'entreprise ou les syndicats de
travailleurs de demander I'arrét des mesures de contrdle et le retour & la situation antérieure
o) ?

1. De maniére générale, les articles 56 et 57 de la loi du 5 décembre 1968 sur les conventions
collectives de travail et les commissions paritaires prévoient que les employeurs, leurs préposés
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ou mandataires coupables d’une infraction a une convention collective rendue obligatoire par
arrété royal sont passibles de sanctions pénales (emprisonnement de 8 jours a un mois et d’une
amende de 26 a 500 Bef, ou d’une de ces peines seulement), I’amende étant due autant de fois
qu’il y a de travailleurs occupés en violation de la CCT.

2. Les articles 15 bis, 38 et suivant de la loi du 8 décembre 1992 relative a la protection de la vie
privée a I’égard du traitement des données a caracteére personnel prévoient des sanctions pénales
et civiles spécifiques.

L’article 39 dispose notamment que :

« Est puni d’une amende de 100 a 100.000 Bef,

1) le responsable du traitement, son représentant en Belgique, son préposé ou mandataire qui traite des
données a caractére personnel en infraction aux conditions imposées par [’article 4, § 1% »

Ledit article 4 pose que :

« 8§ 1. Les données a caractére personnel doivent étre :

1° traitées loyalement et licitement;

2° collectées pour des finalités déterminées, explicites et Iégitimes, et ne pas étre traitées ultérieurement
de maniere incompatible avec ces finalités, compte tenu de tous les facteurs pertinents, notamment des
prévisions raisonnables de I'intéressé et des dispositions légales et réglementaires applicables. Un
traitement ultérieur a des fins historiques, statistiques ou scientifiques n'est pas réputé incompatible
lorsqu'il est effectué conformément aux conditions fixées par le Roi, aprées avis de la Commission de la
protection de la vie privée;

3° adéquates, pertinentes et non excessives au regard des finalités pour lesquelles elles sont obtenues et
pour lesquelles elles sont traitées ultérieurement;

4° exactes et, si nécessaire, mises a jour; toutes les mesures raisonnables doivent étre prises pour que
les données inexactes ou incomplétes, au regard des finalités pour lesquelles elles sont obtenues ou pour
lesquelles elles sont traitées ultérieurement, soient effacées ou rectifiées;

5° conservées sous une forme permettant I'identification des personnes concernées pendant une durée
n'excédant pas celle nécessaire a la réalisation des finalités pour lesquelles elles sont obtenues ou pour
lesquelles elles sont traitées ultérieurement. Le Roi prévoit, aprés avis de la Commission de la protection
de la vie privée, des garanties appropriées pour les données a caractére personnel qui sont conservées
au-dela de la période précitée, a des fins historiques, statistiques ou scientifiques.

§ 2. Il incombe au responsable du traitement d'assurer le respect du § 1. ».

Il convient par ailleurs de savoir que le montant des amendes est actuellement a multiplier par un
coefficient de 5,5 en sorte qu'une peine d’amende de 1000 Bef ou 25,00 € équivaut a une

amende de 5.500 Bef ou 137,5 €.
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En ce qui concerne les sanctions civiles :

1) I’article 40 prévoit la possibilité d’insertion du jugement dans un ou plusieurs journaux ;

2) I’article 41 prévoit la confiscation et/ ou I’effacement des supports matériels des données a
caractere personnel formant I’objet de I’infraction,

3) le méme article prévoit également la possibilité d’interdire de gérer, personnellement ou par
personne interposee, et pour deux ans maximums, tout traitement de données a caractere

personnel.

Annexe

16 JUIN 1998. - Convention collective de travail n° 68 conclue le 16 juin 1998 au sein du Conseil national du
Travail, relative a la protection de la vie privée des travailleurs a I'égard de la surveillance par caméras sur le lieu du
travail. - Enregistrée le 13 juillet 1998 sous le n° 48678/CO/300.

Source : EMPLOI ET TRAVAIL

Publication : 02-10-1998 numéro : 1998A12677 page : 32486 IMAGE
Dossier numéro : 1998-06-16/45

Entrée en vigueur : 12-10-1998
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|Art. 15 |

| Texte || Table des matiéres || Début |
CHAPITRE 1. - Portée.

Article 1. La présente convention collective de travail a pour but de garantir le respect de la vie privée des
travailleurs dans I'entreprise et la protection de leur dignité ainsi que de préserver le droit fondamental a cet égard en
définissant, compte tenu des nécessités d'un bon fonctionnement de I'entreprise, pour quelles finalités et a quelles
conditions la surveillance par caméras sur le lieu de travail avec ou sans conservation des images peut étre
introduite.

Commentaire.

La présente convention collective de travail s'inscrit dans la loi du 8 décembre 1992 relative & la protection de la
vie privée a I'égard des traitements de données a caractere personnel en ce qui concerne la surveillance par caméras
qui reléve du champ d'application de la loi et en garantit I'application.

Cette loi s'applique a la surveillance par caméras a partir du moment ou les images sont non seulement enregistrées
et immédiatement visionnées mais aussi conservées comme I'explique la Commission de la protection de la vie
privée dans son avis n° 14/95 du 7 juin 1995 concernant I'applicabilité de la loi du 8 décembre 1992 relative a la
protection de la vie privée a I'égard des traitements de données a caractere personnel aux enregistrements d'images et
leurs conséquences.

La présente convention collective de travail concrétise les principes consacrés dans la loi précitée du 8 décembre
1992, notamment le principe de finalité, le principe de proportionnalité et I'obligation d'information, par rapport au
lieu de travail.

Etant donné que ces principes sont considérés comme des garanties pouvant étre jugées essentielles pour la
protection de la vie privée, la présente convention les introduit également pour les cas de surveillance par caméras
qui a I'neure actuelle ne relévent pas du champ d'application de la loi du 8 décembre 1992. De cette maniére, la
convention transpose la directive 95/46/CE du Parlement européen et du Conseil du 24 octobre 1995 relative a la
protection des personnes physiques a I'égard du traitement des données a caractére personnel et a la libre circulation
de ces données, en droit belge pour ce qui concerne la surveillance par caméras sur le lieu de travail.

En outre, la présente convention entend tenir compte des dispositions légales et conventionnelles en matiére
d'information et de consultation des représentants des travailleurs. Dans ce contexte, I'option a été prise de prévoir,
lorsque cela a été jugé indispensable pour la protection de la vie privée, un certain nombre de garanties
supplémentaires qui s'inscrivent dans le cadre des procédures généralement admises qui caractérisent les relations

sociales.
CHAPITRE II. - Définition.

Art. 2. Pour l'application de la présente convention collective de travail, il y a lieu d'entendre par surveillance par
cameras, tout systéme de surveillance comportant une ou plusieurs caméras et visant a surveiller certains endroits ou
certaines activités sur le lieu de travail a partir d'un point qui s'en trouve géographiquement éloigné dans le but ou
non de conserver les images dont il assure la collecte et la transmission.

CHAPITRE lll. - Modalités d'application.

Section I. - Modalités générales d'application.

Art. 3. La surveillance par caméras sur le lieu de travail avec ou sans conservation des images n'est autorisée que
pour autant qu'il soit satisfait aux conditions fixées aux articles 4 a 11 inclus.

Sous-section 1. - Principes de finalité et de proportionnalité.
1. Finalité.

Art. 4. § ler. La surveillance par caméras sur le lieu de travail n'est autorisée que lorsque I'une des finalités
suivantes est poursuivie :
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1° la sécurité et la santé;

2° la protection des biens de I'entreprise;

3° le contr6le du processus de production.

Le contrdle du processus de production peut porter tant sur les machines que sur les travailleurs.

Si le contréle porte uniquement sur les machines, il a pour but d'en vérifier le bon fonctionnement.

Si le contrdle porte sur les travailleurs, il a pour but I'évaluation et I'amélioration de I'organisation du travail;
4° le contrdle du travail du travailleur conformément a l'article 9, § 2.

La poursuite de cette finalité ne peut avoir pour conséquence que les décisions et évaluations de I'employeur se
fondent exclusivement sur les données collectées par voie de surveillance par caméras.

§ 2. L'employeur doit définir clairement et de maniéere explicite la finalité de la surveillance par caméras.
Commentaire.

La présente convention collective de travail laisse en I'état la possibilité d'utiliser des caméras a des fins de
formation étant donné qu'il ne s'agit pas de surveillance.

Il'y a lieu en outre de souligner qu'en cas de surveillance secrete par caméras, les dispositions du Code pénal
s'appliquent et que cette forme de surveillance ne peut étre introduite qu'en conformité avec les prescriptions du
Code de procédure pénale.

Enfin, l'article 4, § 1er, 4° n'a pas pour but de filmer en permanence le travailleur.

Art. 5. La surveillance par caméras est permanente lorsque la ou les caméras fonctionnent en permanence.
La surveillance par caméras est temporaire lorsque la ou les caméras sont installées soit a titre temporaire soit de
maniére fixe mais ne fonctionnent que pendant une ou plusieurs périodes.

Art. 6. 8§ ler. Selon la finalité poursuivie, la surveillance par cameéras est permanente ou temporaire.

8 2. La surveillance par caméras peut étre permanente ou temporaire lorsque I'une des finalités suivantes est
poursuivie :

- la sécurité et la santé;

- la protection des biens de I'entreprise;

- le contréle du processus de production qui porte uniquement sur les machines.

8§ 3. La surveillance par caméras ne peut étre que temporaire lorsque l'une des finalités suivantes est poursuivie :

- le contréle du processus de production qui porte sur les travailleurs;

- le contréle du travail du travailleur.

Commentaire.

La surveillance par caméras permanente n'est autorisée qu'en vue de la sécurité et de la santé, de la protection des
biens de I'entreprise et du contr6le du processus de production qui porte uniquement sur les machines.

Cela signifie que la surveillance par caméras permanente du travailleur n'est pas autorisée et que la surveillance par
cameras permanente des machines n'est autorisée que dans la mesure ou le but n'est pas de viser le travailleur.

La surveillance temporaire en vue de la sécurité et de la santé, de la protection des biens de I'entreprise et du
contrdle du processus de production qui porte uniquement sur les machines est autorisée dans les mémes conditions.

2. Proportionnalité.

Art. 7. L'employeur ne peut utiliser la surveillance par caméras d'une maniére incompatible avec la finalité
expressément décrite.

La surveillance par caméras doit &tre adéquate, pertinente et non excessive au regard de cette finalité.

Art. 8. Par principe, la surveillance par caméras ne peut entrainer une ingérence dans la vie privée du travailleur.

Si toutefois la surveillance par caméras entraine une ingérence dans la vie privée du travailleur, cette ingérence doit
étre réduite a un minimum. A cet effet, il y a lieu de respecter la procédure fixée aux articles 10 et 11.

Sous-section 2. - Conditions de procédure.

Information.

Art. 9. § ler. Préalablement et lors de la mise en oeuvre de la surveillance par caméras, I'employeur doit informer
le Conseil d'entreprise sur tous les aspects de la surveillance par caméras visés au § 4, conformément aux
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dispositions de la convention collective de travail n° 9 du 9 mars 1972 coordonnant les accords nationaux et les
conventions collectives de travail relatifs aux conseils d'entreprise.

A défaut de Conseil d'entreprise, cette information est fournie au Comité pour la prévention et la protection au
travail ou, a défaut d'un tel Comité, a la délégation syndicale ou, a défaut, aux travailleurs.

8§ 2. Lorsque la surveillance par caméras a pour objet le controle des prestations de travail, et plus particulierement
le mesurage et le contréle en vue de déterminer la rémunération ou a des implications sur les droits et obligations du
personnel de surveillance, I'employeur fournit cette information dans le cadre de la procédure fixée a l'article 11 et
suivants de la loi du 8 avril 1965 instituant les réglements de travail.

8 3. Lors de la mise en oeuvre de la surveillance par caméras, I'employeur doit informer les travailleurs concernés
sur tous les aspects de la surveillance par caméras visés au § 4.

§ 4. L'information a fournir en vertu du présent article porte au moins sur les aspects suivants de la surveillance par
caméras :

- a finalité poursuivie;

- le fait que des images sont ou non conservées;

- le nombre de caméras et I'emplacement de la ou des caméras;

- la ou les périodes concernées pendant lesquelles la ou les caméras fonctionnent.

Commentaire.

L'information visée au présent article a pour but d'accroitre la transparence en matiére de surveillance par caméras
et de permettre un dialogue afin que I'introduction de cette surveillance puisse se faire dans un climat de confiance.

Dans le cas spécifique visé au § 2, qui concerne le mesurage et le contrdle en vue de déterminer la rémunération ou
les implications sur les droits et obligations du personnel de surveillance, des régles spécifiques s'appliquent en vertu
de la loi du 8 avril 1965 instituant les réglements de travail. Le travailleur peut notamment prendre connaissance en
permanence et sans intermediaire - sans préjudice du droit a l'assistance de son délégué syndical - du réglement de
travail et de ses modifications. L'employeur lui en remet, en outre, une copie.

4. Consultation.

Art. 10. § ler. Si, a l'occasion de I'information visée a l'article 9, il apparait que la surveillance par caméras peut
avoir des implications sur la vie privée d'un ou de plusieurs travailleurs, le Conseil d'entreprise ou, a défaut, le
Comité pour la prévention et la protection au travail examine les mesures qu'il y a lieu de prendre pour réduire
I'ingérence dans la vie privée a un minimum, comme prescrit a l'article 8.

8§ 2. Si la surveillance par caméras est introduite pour I'une des finalités citées a l'article 6, § 3 et a défaut de
Conseil d'entreprise ou de Comité pour la prévention et la protection au travail, I'examen visé au paragraphe
précédent est effectué d'un commun accord entre I'employeur et la délégation syndicale.

Art. 11. Le Conseil d'entreprise ou, a défaut, le Comité pour la prévention et la protection au travail doit en outre
évaluer régulierement les systémes de surveillance utilisés et faire des propositions en vue de les revoir en fonction
des développements technologiques.

Section Il. - Modalités spécifiques d'application.

Art. 12. Sans préjudice des dispositions de la section I, la surveillance par caméras avec conservation des images
doit en outre satisfaire aux articles 13 et 14.

Art. 13. § ler. L'employeur doit traiter les images collectées de bonne foi et en conformité avec la finalité décrite.

8 2. Si les images collectées sont utilisées a des finalités autres que celle pour laquelle la surveillance par caméras a
été introduite, I'employeur doit s'assurer que cet usage est compatible avec la finalité initiale et prendre toutes les
mesures pour éviter, vu le contexte, les erreurs d'interprétation.

Art. 14. Les travailleurs peuvent a tout moment invoquer les dispositions des articles 10, 12 et 13 de la loi du 8
décembre 1992,
Pour exercer ces droits, ils ont le droit de se faire assister par leur délégué syndical.

CHAPITRE 1V. - Dispositions finales.
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Art. 15. La présente convention est conclue pour une durée indéterminée.

Elle pourra étre révisée ou dénoncée a la demande de la partie signataire la plus diligente, moyennant un préavis de
Six mois.

L'organisation qui prend l'initiative de la révision ou de la dénonciation doit en indiquer les motifs et déposer des
propositions d'amendement. Les autres organisations s'engagent a les discuter au sein du Conseil national du Travail,
dans le délai d'un mois de leur réception.

Vu pour étre annexé a l'arrété royal du 20 septembre 1998.

(Pour I'AR, voir %%1998-09-20/30%%).

La Ministre de I'Emploi et du Travail,

Mme M. SMET
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V) APPENTIX B ..ot B-1-B-6
) PREFACE

In approaching the questions for this Fourth Study Commission, one must appreciate that Canada
is a complex federal state. Legislative power are divided between federal and provincial
governments, and each derives jurisdiction from The Constitution Act, 1867 (U.K.), 30 & 31
Victoria, ¢. 3 (Constitution). Pursuant to s. 92(13) of the Constitution (property and civil rights),
the provinces have sole jurisdiction over regulation of employment. Consequently, each province
within Canada has enacted legislation to address employment matters within its territory. There
is, however, a significant exception which occurs where the federal government is regulating
labour and employment matters within a “federal work, undertaking or business” (see Collin
H.H. McNairn, A Guide to the Personal Information Protection and Electronic Documents Act
(Markham: LexisNexis Canada Inc., 2010) at 13). The federal government can legitimize its
control of employment and privacy issues through s. 91(2) of the Constitution (the regulation of
trade and commerce), or under the residual power of “Peace, Order and Good Government of
Canada”. On a very general level, federal oversight of employment matters does not differ
significantly from that of individual provinces. Accordingly, the answers contained in this paper
focus on legislative schemes at the federal level.

In January 2001, the Canadian Parliament implemented a new data protection law, the Personal
Information Protection and Electronic Documents Act, S.C. 2000, c. 5 (PIPEDA). There is a
strong priority on privacy and information rights in Canada. Even though it is only in its infancy
stage, PIPEDA has been classified “as a fundamental law of Canada just as the Supreme Court of
Canada ruled the federal Privacy Act enjoyed quasi-constitutional status” (Eastmond, above, at
para. 100). PIPEDA regulates the collection, use and disclosure of personal information within
the private sector — this includes the employment context if the employer is “federal work,
undertaking or business” (McNairn, above, at p. 9; PIPEDA, s. 4(1)(b)). While the statute is
recognized as “quasi-constitutional”, it does not make privacy rights absolute. Rather, PIPEDA
attempts to balance the privacy interests of individuals, against the business or security needs of
the employer (PIPEDA, s. 3; McNairn, above, at p. 7).

While implemented in 2001, PIPEDA’s roots anchor back to the 1980s and Canada’s
membership in the international Organization for Economic Co-operation and Development
(OECD). In 1980, OECD developed the OECD Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data (23 September 1980) (OECD Guidelines). Canada signed
onto the OECD Guidelines in 1984 (Lisa M. Austin, “Is Consent the Foundation of Fair
Information Practices? Canada’s Experience under PIPEDA” (2006) 56 Univ. of Toronto L.J.
181 (QL)). The OECD Guidelines stipulate a number of fair information principles that have
influenced Canada’s data protection laws. The fair information principles were incorporated into
Canada’s Model Code for the Protection of Personal Information: A National Standard of
Canada, CAN/CSA-Q830-96 (Model Code). The Model Code is our country’s first national
articulation of fair information practices and principles (Austin, above). The Model Code reflects
“the agreement of a wide range of governmental and industry representatives who made up the
Technical Committee on Privacy of the Canadian Standards Association” (McNairn, above, at p.
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3). In 2001, the Model Code’s fair information principles became an integral part Canada’s data
protection law - PIPEDA.

PIPEDA’s legislative scheme is divided into two parts: statutory provisions, and Schedule 1 (the
Schedule). The Schedule directly incorporates the Model Code. Although the Schedule retains
the fair information principles, the statutory provisions in PIPEDA do not. Accordingly, the
Schedule is to be interpreted with the qualifying provisions from the body of PIPEDA (McNairn,
above, at p. 4-5; Eastmond v. Canadian Pacific Railway, 2004 FC 852, 254 F.T.R. 169 at paras.
183-186 (Eastmond)).

In the context of employment relations, the Schedule and its fair information principles are
summarized as follows (see Appendix A for full text):

4.1 — Accountability: Employers are responsible for any personal
information under their control, shall designate individuals who are
accountable for the employers’ compliance with PIPEDA, and
shall implement policies and practices relating to PIPEDA.

4.2 — ldentifying Purposes: Employers shall identify the purposes
for which personal information is collected. This is to be done at or
before the time of collection.

4.3 — Consent: Knowledge and consent of the employee is
required (except where inappropriate) for the collection, use or
disclosure of his or her personal information.

4.4 — Limiting Collection: The collection of personal information
shall be limited to what is necessary for the purposes identified by
the employer. As well, information shall be collected fairly and
lawfully.

4.5 — Limiting Use, Disclosure and Retention: Except with the
consent of the employee(s) or as required by law, personal
information shall not be used or disclosed for purposes other than
those identified by employers during the collection process. As
well, personal information shall be retained only as long as
necessary to fulfill the stated purposes.

4.6 — Accuracy: Personal information collected must be as
accurate, complete, and up-to-date as is necessary for the stated
purposes.

4.7 — Safeguards: Personal Information shall be protected by
security safeguards that are appropriate and proportionate to the
sensitivity of the information.
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4.8 — Openness: An employer’s policies and practices, relating to
the management of personal information, must be readily available
to their employees.

4.9 — Individual Access: Upon request, an employee must be
informed of the existence, use, and disclosure of his/her personal
information, and must be given access to that information. As well,
the employee can challenge the accuracy and completeness of the
information, and request appropriate amendments.

4.10 — Challenging Compliance: Employees can challenge their
employer’s compliance with the principles and PIPEDA.
Employers must put accessible and simple procedures in place to
receive, investigate, and respond to complaints about their policies
and practices.

The language of PIPEDA and the Schedule cover different types of electronic personal

information. However, PIPEDA, administered by the Office of the Privacy Commissioner of
Canada (Privacy Commissioner), regulates an employer’s use of camera surveillance.

) QUESTIONS & ANSWERS

1. Are there explicit legal provisions concerning camera surveillance especially
at working places? Are there collective agreements defining the
circumstances and_conditions for the introduction and use of camera
surveillance?

Short answer: PIPEDA does not explicitly deal with camera surveillance in the work place.
However, ss. 5, 7 and the Schedule have been cited by the Privacy Commissioner, the Courts and
labour arbitrators when disputes arise on camera surveillance. Collective agreements vary
widely on the treatment of camera use. Some explicitly address the issue, while others are
completely silent. The existence or lack of provisions about camera use affects the forum where
complainants can seek remedies.

Are there explicit legal provisions concerning camera surveillance especially at working places?

There are no explicit legal provisions in PIPEDA that deal with camera surveillance. However,
the regulation of camera use has been considered by the Privacy Commissioner and labour
arbitrators, and in jurisprudence of the Federal Court of Canada (Federal Court). Of particular
importance are ss. 5 and 7 of PIPEDA.

According to s. 5(3) of PIPEDA: “An organization may collect, use or disclose personal
information only for purposes that a reasonable person would consider are appropriate in the
circumstances.” This “reasonable purpose” provision has been interpreted by the Privacy
Commissioner and the Federal Court to encompass four factors (Eastmond, above, at

paras. 126-127):
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a. Is camera surveillance and recording necessary to meet a specific [employer]
need,
b. Is camera surveillance and recording likely to be effective in meeting that need;

c. Isthe loss of privacy proportional to the benefit gained; and

d. Isthere a less privacy-invasive way of achieving the same end?
Furthermore, the Schedule and its principles (see page above) are also applicable to the context
of camera surveillance use. Principle 4.3, regarding consent, is often raised. The general
principle is that consent is required in order to collect personal information on video cameras.
However, under s. 7, employers may not need the consent of their employees under certain
enumerated situations.

These provisions and principles will be discussed in more detail in other parts of this document.

Are there collective agreements defining the circumstances and conditions for the introduction
and use of camera surveillance?

Collective agreements vary widely. One of the key issues with provisions about camera
surveillance is that of forum to seek remedies. The question is whether the essence of the dispute
arises from the collective agreement (Eastmond, above, at para. 99). Where there are explicit
provisions in the collective agreement, conflicts are brought before labour arbitrators. Where
there is no such provision, an arbitrator likely has no jurisdiction, and employees must seek
remedies from the Privacy Commissioner or the Courts (Eastmond, above, at para. 115). Where
the situation is more nebulous, s. 13(2)(a) of PIPEDA gives the Privacy Commissioner a
discretion to investigate a complaint, or defer it to an arbitrator where a grievance is more
appropriate.

On one end of the spectrum, some provisions are explicit on the use of camera surveillance. See,
for example, the 2004 to 2009 collective agreement between Westfair Foods Ltd. Real Canadian
Superstore Distribution Centre & Extra Foods in British Columbia AND United Food &
Commercial Workers Union, Local 247 (A.F.L. - C.1.O.):

26.5 Video Surveillance

Video surveillance is a valuable resource that can be used to help
safeguard employees and customers as well as protect both
Company and employee assets. Within the confines of the law, the
Company will utilize video surveillance equipment on its property.

Here, a labour arbitrator will probably have exclusive jurisdiction over a dispute, and the Court
or Privacy Commissioner is likely to decline jurisdiction over the matter (see Eastmond, above,
at para. 101; L'Ecuyer v. Aéroports de Montréal, 2003 FCT 573, [2003] F.C.J. No. 752 (QL)).
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On the opposite end, other collective agreements are completely silent on camera use. This
occurred in Eastmond (above). Employees of the Canadian Pacific Railway (CP) filed a
grievance because of CP’s camera use. However, employees could only invoke articles 28
(which deals with grievances) and 43 (which deals with human rights and harassment)
(Eastmond, above, at para. 112). The grievance was denied because nothing in the collective
agreement dealt with video surveillance; thus, employees had to file a complaint with the Privacy
Commissioner (Eastmond, above, at paras. 113-114).

At the middle of the spectrum, some collective agreements can be interpreted to imply regulation
over the use of camera surveillance. See, for example, the terms at issue in United Food and
Commercial Workers Union Local 1000A v. Janes Family Foods, 2006 CanLlIl 36615 (ON L.A.)
at p. 3-4 (Janes Family Foods):

ARTICLE 4 —- MANAGEMENT RIGHTS

4.01 Except as, and to the extent specifically modified by this
Agreement, all rights and prerogatives which the Company had
prior to the execution of this Agreement are retained by the
Company and remain exclusively and without limitation within the
rights of the Company and its management. Without limiting the
generality of the foregoing, the Company’s rights shall include:

(@  The right: to maintain order, discipline and efficiency; to
make, alter and enforce, from time to time, rules and regulations,
policies and practices, to be observed by its employees; to
discipline and discharge employees for just cause. The Union
Chairperson shall be notified of any changes to or the introduction
of any rules and regulations. In the event the Union disputes the
reasonableness of such rules and regulations, the Union shall have
the right to file a policy grievance in respect hereof pursuant to the
provisions of Article 7.04 of this Agreement. Such grievance shall
specify the rule or rules being disputed and the grounds upon
which such rule or rules is or are being disputed.

In this case, the arbitrator determined there was no clear provision about the use of camera
surveillance. However, since she classified the use of camera surveillance as a “rule and
regulation”, the arbitrator concluded that s. 4.01 of the collective agreement permitted her to
assume jurisdiction over the dispute.
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2. Is it obligatory for the employer to define the purpose of the use of camera
surveillance? Is this bound to certain purposes (for instance security and
safety, the protection of the property of the enterprise, the control of
production process, the control of the performance of the worker....). Is it
allowed to use camera surveillance for the surveillance of a certain employee
or certain employees at the workplace? Is camera surveillance allowed in
toilets, dressing rooms or staff rooms?

Short answer: Under PIPEDA, employers are obligated to define their purpose(s) for using
camera surveillance. This is clearly articulated in Principle 4.2 of PIPEDA. While PIPEDA does
not enumerate a list of legitimate purposes, the statute does limit the purposes to those that a
reasonable person would consider appropriate in the circumstances (s. 5(3)). As well, there is no
explicit prohibition against using cameras to monitor certain employees in the workplace. The
question is one of balancing the privacy interests of employees, and business interests of
employers (s. 3). The same balancing occurs when cameras are placed in highly intrusive
locations — such as washrooms or dressing rooms. The general approach is: the more intrusive
the surveillance, the higher the onus on employers to justify camera use.

Is it obligatory for the employer to define the purpose of the use of camera surveillance? Is this
bound to certain purposes (for instance security and safety, the protection of the property of the
enterprise, the control of production process, the control of the performance of the worker...)?

Principle 4.2 of PIPEDA’s Schedule stipulates that employers must identify, to their employees,
or an individual employee, the purpose(s) behind surveillance camera use. This must be done at
or before the time of information collection (McNairn, above, p. 38). This principle is further
expanded in the Schedule (PIPEDA, Principles 4.2.1-4.2.6; McNairn, above, p. 38; paraphrased):

- employers shall document the purposes for which personal information is
collected;

- identification of purposes at or before the collection allows employers to
determine the information needed to fulfil the purposes;

- identification of purposes may be done orally or in writing, depending on the
circumstances;

- when personal information is collected and used for a purpose not previously
identified, the new purposes shall be identified prior to the use;

- persons authorized to collect information should be able to explain to employees
the purposes for which the information is collected:;

- the identified purposes serve as a limitation on the scope of information that an
employer may collect from an individual employee, or employees;
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- employers must limit the amount and type of information collected to what is
necessary to fulfil the identified purposes (see PIPEDA, clause 4.4.1).

Provisions in PIPEDA are general in nature, and apply to different forms of information
collection through different media. Thus, there are no specified purposes for the use of camera
surveillance. However, jurisprudence and s. 5(3) limit purposes to those that only a reasonable
person would consider appropriate in the circumstances (McNairn, above, p. 39; Eastmond,
above; Wansink v. Telus Communications Inc., 2007 FCA 21, [2007] 4 F.C.R. 368 (Wansink)).
As already elaborated above (see Question 1), the reasonable purpose test is one that balances
interests of privacy (employees) and organizational need (employers). Four contextual factors
must be examined in relation to camera use: a) its necessity; b) its effectiveness; c) the
proportionality of privacy lost to the employee against the benefit gained to the employer; and d)
the existence of a less-invasive way to achieve the same end (Eastmond, above, at paras. 126-
127; see also Question 1, p. 4 of this document).

In Eastmond, the explicit purpose of camera surveillance was to protect the company against
theft, vandalism, and related incidents. The employer argued that video surveillance would not
be used to monitor productivity issues (Eastmond, above, at para. 5). The Court found this
purpose to be reasonable because: a) there were legitimate security concerns on the part of the
employer, supported by past incidents of vandalism, sexual harassment, and theft; b) videotaping
and warning signs were effective to deter further incidents; c) the collection was not surreptitious
or continuous, there was a low expectation of privacy since cameras were in public areas, and
recordings were kept under lock and key — accessible only by responsible managers and railway
police; d) the employer examined alternatives that were neither cost effective or would be
disruptive to the employer’s operations (Eastmond, above, at paras. 174-182; McNairn, above,

p. 40).

In another case (PIPEDA Case #2004-269), a company hired a private investigator to capture (on
video) an employee’s activities outside of work. After years of difficulty in obtaining medical
information from the employee, the company became increasingly suspicious of the employee’s
claims for medical accommodation. The purpose of the surveillance was to determine whether
the employee was violating his employment contract by misrepresenting the state of his health.
The Assistant Privacy Commissioner was satisfied, after applying the four-part analysis, that the
purpose was reasonable. The Assistant Privacy Commissioner stated that the purpose was based
on substantial evidence that the relationship of trust had been broken. Furthermore, the company
had tried (to no avail) less privacy-invasive ways to gather information
(http://www.priv.gc.ca/cf-dc/2004/cf-dc_040423_e.cfm).

Labour arbitrators use similar factors to balance privacy against business interests of workers and
employers, respectively (McNairn, above, p. 39; see also Ross v. Rosedale Transport Ltd., [2003]
C.L.A.D. No. 237; and Fraser Surrey Docks Ltd. v. International Longshore Warehouse Union
Ship and Dock Foremen, Local 514, [2007] C.L.A.D. No. 48). According to the Federal Court in
Eastmond (above), arbitrators generally condemn the use of cameras to record the productivity of
workers, especially if done surreptitiously (at paras. 132-133).
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Is it allowed to use camera surveillance for the surveillance of a certain employee or certain
employees at the workplace?

There is no explicit bar against using cameras in the workplace. The question is always one of
balancing the privacy of individuals against business interests (s. 3). However, as previously
stated, arbitrators, the Privacy Commissioner and the Courts generally denounce the use of
surveillance cameras to monitor employee performance. In general, they stipulate camera use as
a last resort. The cases that follow illustrate the treatment of camera surveillance in the
workplace. As exemplified below, adjudicators have contemplated or applied principles of the
reasonable purpose test.

a)

b)

Re Puretex Knitting Co. Ltd. and Canadian Textile and Chemical Union (1979), 23
L.A.C. (2d) 14 (as cited in Eastmond, above, at paras. 135-143): The purpose of nine
cameras in the company was to deter theft. They were not hidden, or designed to aptly
supervise employee performance. However, the arbitrator ruled that the cameras in the
production areas of the plant was not justifiable or reasonable. Even if these cameras
were rotating and incapable of constant surveillance on employees, their presence was
“objectionable because the employees experience a sense of constant surveillance since
they cannot keep track of the camera’s movements” (see Eastmond, above, at para. 142).
The arbitrator concluded that “any use of cameras that observe employees at work is
intrinsically seriously objectionable in human terms, with the degree of objection
depending on the way the cameras are deployed and the purpose for which they are used
(as cited in Eastmond, above, at para. 141).

Ross v. Rosedale Transport Ltd., [2003] C.L.A.D. No. 237 (as cited in Eastmond,
above, at paras. 144-152): An employee was the subject of surreptitious video
surveillance by private detectives hired by his employer. The company suspected the
employee had been defrauding it deliberately by not returning to work after a work-
related back injury. The video had caught the individual lifting and carrying furniture
from a house to a pick-up truck. The arbitrator determined that the surveillance evidence
would be excluded. There was no evidence that the employee had been dishonest, or had
a disciplinary record. It was open to the company to ask for independent medical
examination, rather than resort to surreptitious surveillance. According to the arbitrator
(as cited in Eastmond, above, at para. 151):

As a general rule, it [the employer's interest] does not justify resort
to random videotape surveillance in the form of an electronic web,
cast like a net, to see what it might catch. Surveillance is an
extraordinary step which can only be resorted to where there is,
beforehand, reasonable and probable cause to justify it.

PIPEDA Case #2004-265 (http://www.priv.gc.ca/cf-dc/2004/cf-dc_040219 02 _e.cfm):
In this case, the usual purpose for the cameras was to monitor train movements, to inform
crew members of train locations, and enhance workplace safety. However, the employer
began using the cameras to monitor two employees who were suspected of leaving
company property during regular work hours. The Assistant Privacy Commissioner found



d)

Page 41

this latter purpose unreasonable because the employer had no evidence that unauthorized
absences were a persistent problem; nor was there any evidence that the employer tried
less intrusive efforts to manage the problem of unauthorized absences. According to the
Assistant Privacy Commissioner, using video surveillance, “to monitor employee
productivity or to manage the employer/employee relationship will, have a chilling effect
on employee morale, if it goes unchecked”.

PIPEDA Case #2005-290 (http://www.priv.gc.ca/cf-dc/2005/290_050127 e.cfm): A
food inspector with the Canadian Food Inspection Agency was inspecting a registered
meat processing plant (meat company). The meat company had 15 cameras set up in the
plant, including the evisceration room where the food inspectors had their work stations.
According to the meat company, the cameras were used to address security concerns,
monitor hygiene and safety, ensure food safety, and allow the plant manager to respond
quickly to interruptions in the production line. Evidence showed that footage from the
evisceration room was sent to the Canadian Food Inspection Agency, in an attempt to
undermine the work of the food inspectors. The Assistant Privacy Commissioner found
that the purpose of the cameras in the evisceration room was not reasonable. First, their
positioning in the evisceration room was not useful to monitor safety, or productivity in
the plant. Further, there was a “clear loss of privacy” for the food inspectors. The
Assistant Privacy Commissioner recommended that the meat company stop camera
surveillance in the evisceration room.

PIPEDA Case #2009-001(http://www.priv.gc.ca/cf-dc/2009/2009_001_0219 e.cfm):
An employee complained that his employer, an inter-city bus company, was using 22
video cameras to monitor and manage employee performance. The company provided
three specific purposes for the collection and use of information by video surveillance: 1)
ensure safety and security of customers and employees against violent criminal activity;
2) reduce and discourage incidents of vandalism and illegal conduct; and 3) limit the
potential for liability of damages due to fraud, theft or inappropriate operational
procedures. The Assistant Privacy Commissioner determined that the stated purposes
were well-supported by evidence of criminal activity, and were an effective means to
fulfill the company’s needs. The Assistant Privacy Commissioner was also satisfied that
the company was not using cameras to monitor work performance. As such, the use of
cameras and their purposes were reasonable. According to the Assistant Privacy
Commissioner, there was no doubt that the cameras would inadvertently collect employee
information. However, if the employer later wished to use the footage for workforce
management purposes, s. 7(2)(a) and (b) of PIPEDA must be satisfied. Namely, (a) the
employer would need to have reasonable grounds to believe the information could be
useful in the investigation of a contravention of the laws of Canada, a province or a
foreign jurisdiction; or (b) the footage would be “used for the purpose of acting in respect
of an emergency that threatens the life, health or security of an individual”.
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Is camera surveillance allowed in toilets, dressing rooms or staff rooms?

With respect to washroom surveillance or other highly intrusive forms of surveillance, one must
remember that PIPEDA protects privacy interests, but does not make them absolute. As such, the
more intrusive the surveillance, the more serious and substantiated the purpose must be. There is
no provision directly addressing the use of camera surveillance in washrooms. However,
decisions from the Courts, labour arbitrators and the Privacy Commissioner have touched on the
issue.

Very few cases from Canadian Courts have dealt with video surveillance in washrooms at the
workplace. However, electronic surveillance has been considered in criminal cases within the
context of unreasonable search and seizure under s. 8 of the Canadian Charter of Rights and
Freedoms, Part | of the Constitution Act, 1982, being Schedule B to the Canada Act 1982 (U.K.),
1982, c. 11 (Charter). In R. v. Silva (1995), 26 O.R. (3d) 554, [1995] O.J. (3d) 3840 (QL) (Silva)
(Ont. Gen. Div.), police installed surreptitious surveillance cameras in public washroom stalls to
videotape illegal homosexual activity. The trial judge found this to breach s. 8 of the Charter and
excluded the evidence; the crown appealed this decision to the General Division. Justice Zelinski
of the General Division dismissed the appeal and also found the video surveillance a breach of s.
8 (Silva, above, at para. 50). In coming to this conclusion, Justice Zelinski examined relevant
jurisprudence from the Supreme Court of Canada (see R. v. Duarte (1990), 53 C.C.C. (3d) 1; R.
v. Wong (1990), 60 C.C.C. (3d) 460). According to the Supreme Court in Wong (as cited in

para. 44 of Silva):

[U]nauthorized surreptitious electronic surveillance may, in
certain circumstances, violate an individual's rights under s. 8. |
agree that such surveillance will violate s. 8 where the target of the
surveillance has a reasonable expectation of privacy. However, in
my view, the consideration of whether an individual has a
reasonable expectation of privacy can only be decided within the
particular factual context of the surveillance, not by reference to a
general notion of privacy in a free and democratic society which an
individual enjoys at all times. A person has the right under s. 8 to
be free from unauthorized surreptitious electronic surveillance
where that person has a reasonable expectation that the agents of
the state will not be watching or recording private activity nor
monitoring or recording private conversations. [Emphasis added.]

In line with this, Justice Zelinski determined (Silva, above, at para. 45):

It would be difficult, in my view, to find many ‘public’ places
where there is more ‘reason’ for an ‘expectation of privacy’ than in
the closed cubicle of a public washroom.



Page 43

There is no doubt that the criminal and employment contexts are different. This can be gleaned
from the Ontario Labour Arbitration decision, Cargill Foods, a Division of Cargill Ltd. v. United
Food and Commercial Workers International Union, Local 633 (Privacy Grievance), [2008]
O.L.A.A. No. 393, 175 L.A.C. (4™) 213 (Cargill). The arbitrator observed (Cargill, above, at
para. 83):

It is fair to say that employees in all industrial plant do not have a
reasonable expectation of privacy, in this sense of freedom from
observation, while they are performing work and subject to
supervision. If they were so entitled, there, could be no direct
supervision.

Given the above, it cannot be said that employees are totally devoid of privacy rights. While
privacy interests may not be engaged by the mere fact of being under observation, it is clear that
“some intrusive forms of observation might be so unwelcome as to amount to harassment,
thereby engaging the privacy interest” (Cargill, above, at para. 84). It could be argued that video
surveillance of washroom use, or cameras in the washroom constitute such intrusive forms of
observation.

The same theme extended to the Canadian Labour Arbitration decision, Cascade Aerospace, Inc.
v. National Automobile, Aerospace, Transportation and General Workers Union of Canada
(CAW-Canada), Local 114 (Surveillance Group/Policy Grievance), [2009] C.L.A.D. No. 95, 186
L.A.C. (4™ 26 at paragraph 78 (Cascade Aerospace). According to the arbitrator, past arbitral
decisions were clear that:

Although privacy rights are not absolute, employees are entitled to
expect privacy in certain contexts, e.g. while having their lunch, or
going to the washroom; and, video surveillance is not acceptable as
an ordinary method for supervising employees at their work. The
need for surveillance must be reasonable and sensitive to the
balance of interests of the employer and the persons affected.
[Emphasis added.]

In 2007, the Privacy Commissioner’s Office dealt with a complaint about non-video surveillance
outside a washroom. A log of washroom visits was kept, with the name of the individual noted
on a sheet of paper, along with the time the person entered the facility. According to the
Assistant Privacy Commissioner, a log of washroom visits was privacy invasive. Physical
surveillance of individuals in the washroom would have been “highly privacy invasive”
(PIPEDA Case #2007-379, http://www.priv.gc.ca/cf-dc/2007/379_20070404 _e.cfm). In applying
the four-part test of s. 5(3) of PIPEDA, the Assistant Privacy Commissioner determined the
surveillance and its purpose to be unreasonable.

The sum of these decisions illustrate that generally video surveillance (especially surreptitious)
of employees in washrooms or dressing rooms, is an extreme intrusion of privacy. Thus, where
employers seek to engage in this type of surveillance, they likely need to show serious interests
at stake to counterbalance the extreme invasion of privacy.
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To whom are the sequences available?

Short answer: Footage from surveillance cameras can be accessed by employers and
designated staff, as well as by individual employees captured on film. Access by employers,
managers or security personnel is governed by Principles 4.1 and 4.7 of the Schedule. On the
other hand, ss. 8 and 9 of PIPEDA and Principle 4.9 outline the scope of access by individual

employees.

PIPEDA does not contain any explicit provision outlining who in the organization can access the
surveillance footage. According to Principle 4.1 (Accountability), an organization (or employer)
is responsible for the personal information under its control, and it shall designate specific
individual(s) to make sure the organization complies with PIPEDA and the Schedule. Under this
broad umbrella of accountability, an employer must create and implement policies and practices
regarding the maintenance of this information. Where a complaint is filed, the Privacy
Commissioner can enforce this principle and make relevant recommendations. This was seen in
PIPEDA Case #2009-001 (above). The Assistant Privacy Commissioner made the following
recommendations to the employer:

a)

b)

c)

Finalize its video surveillance policy, and specify that access to footage can only
be granted to security personnel and managers after less intrusive methods have
been tried unsuccessfully.

Finalize specific procedures for security personnel and managers regarding access
to videotapes where the need arises in relation to the purposes identified by the
employer.

Train security personnel and managers on procedures for accessing videotapes to
fulfil purposes identified by the employer.

Principle 4.7 deals with safeguards: “personal information shall be protected by security
safeguards appropriate to the sensitivity of the information”. Pursuant to Principle 4.7, the
Schedule enumerates the following guidelines:

a)

b)

Security safeguards shall protect personal information against loss, theft,
unauthorized access, disclosure, copying, use or modification (PIPEDA, Principle
4.7.1).

The nature of the safeguards will vary according to the sensitivity of the
information, the amount, distribution and format of the information. The more

sensitive the information, the higher the level of protection (PIPEDA, Principle
4.7.2).

The methods of protection should include: physical measure (locks, restricted
office access); organizational measures (security clearance); and technological
measures (passwords or encryption) (PIPEDA, Principle 4.7.3).
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d) Organizations shall make their employees aware of the importance of maintaining
confidentiality with respect to personal information (PIPEDA, Principle 4.7.4).

Adjudicators have looked favourably on appropriate safeguarding of surveillance footage. The
Federal Court in Eastmond (above) found that the employer kept recorded images under lock and
key, and made sure recordings were only accessible to responsible managers and police if an
incident was reported (at para. 176). The Federal Court considered this factor in its s. 5(3)
analysis, and concluded that the use of video surveillance was reasonable and minimally
impairing on privacy interests of employees.

Second, surveillance footage can be accessed by the individual employee who was caught on
tape. The scope and limits of this access are stipulated in ss. 8 and 9 of PIPEDA and Principle
4.9 (Individual Access) of the Schedule. Under Principle 4.9, upon request, the individual
employee or employees shall be informed of the existence, use and disclosure of his or her
personal information, and shall be given access to that information (see also Principle 4.9.1).
This way, the individual has the ability to challenge the accuracy and completeness of the
information. For the full text of Principle 4.9, please see Appendix A.

Section 8 of PIPEDA sets out the procedures for individuals to access video footage. According
to s. 8(1), a request for access must be made in writing. The organization is mandated to respond
to a request with due diligence and within 30 days after receipt of the request (s. 8(3)). If the
organization does not respond within the time limit, the employer is deemed to have refused the
request (s. 8(5)). Costs can be imposed on the individual, but only if the organization has
informed the individual of the costs, and the individual has advised the organization that the
request is not being withdrawn (s. 8(6)). Written reasons are required if the organization
responds within the time limit and refuses the request (s. 8(7)).

Pursuant to s. 9(1) of PIPEDA, individual access can be prohibited if it will reveal personal

information about a third party. However, if the information concerning a third party is
severable, it must be severed before giving the individual access.

4. How long are they stored?

Short answer: There is no explicit limit on how long camera surveillance must be stored. Length
of storage is based on the circumstances of each case. Principles 4.5 and s. 8(8) of PIPEDA set
out potential maximum or minimum time frames for storage.

Principle 4.5 of the Schedule deals with retention of the personal information, in this case,
surveillance footage. According to Principle 4.5, footage shall be retained only as long as
necessary for employers to fulfil their stated purposes. Furthermore, organizations should
develop guidelines and implement procedures with respect to the retention of personal
information (PIPEDA, Principle 4.5.2). Such guidelines should include minimum and maximum
retention periods; however, personal information that was used to make a decision about an
individual should be retained long enough to allow individual access after decision has been
made (PIPEDA, Principle 4.5.2). If personal information is no longer required to fulfil the
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identified purposes, it should be destroyed, erased, or made anonymous. Organizations should
develop guidelines and procedures for the destruction of personal information (PIPEDA,
Principle 4.5.3).

Provisions of PIPEDA slightly modify Principle 4.5. The statute establishes a maximum
retention period under s. 8(8):

Despite clause 4.5 of Schedule 1, an organization that has personal
information that is the subject of a request shall retain the
information for as long as is necessary to allow the individual to
exhaust any recourse under this Part that they may have.

While this provision could to impose a serious burden on the employer, one must remember that
the purpose of PIPEDA is to balance interests of employers and employees. The Federal Court
applied this balancing principle to the interpretation of s. 8(8) in Johnson v. Bell Canada, 2008
FC 1086, [2009] 3 F.C.R. 67, 334 F.T.R. 44. According to Justice Zinn (Johnson, above, at para.
52; see also McNairn, above, p. 75):

It is impractical to require a company like Bell Canada to stop its
corporate retention policies each time an access request is made;
especially as it is not known if any of the information that would
otherwise be lost into the abyss is even responsive to the request.
From a practical and pragmatic standpoint, what subsection 8(8) of
PIPEDA requires of an organization is that it retain that
information that it has discovered in its search that is or may be
responsive to the request, until the person making the request has
exhausted all avenues of appeal.

5. Is there an obligation to inform employees if camera surveillance is installed?
Does the use of camera surveillance require the consent of the employees?

Short answer: There is a general obligation on employers to obtain knowledge and consent
before of employees before collecting personal information. However, consent, whether explicit
or implicit, can be waived in a variety of circumstances under s. 7 of PIPEDA. Due to the
controversy surrounding covert camera surveillance, the Privacy Commissioner’s Office has
created a Guidance Document for employers to follow.

Under PIPEDA, if an employer wants to have camera surveillance installed, it must prima facie
ensure its employees have knowledge and are aware of the situation (McNairn, above, p. 41).
This obligation is found under Principle 4.3 of PIPEDA’s Schedule. Knowledge and consent has
been interpreted to mean “informed consent” (McNairn, above, p. 56). McNairn provides an
example of adequate informed consent (above, p. 56; see also Wansink, above, at para. 32):

If an employer asks an employee to consent to the collection, use
or disclosure of his or her personal information and a refusal to
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consent could lead to disciplinary action against the employee,
such as suspension or firing, the employer must disclose those
potential consequences up front for any resulting consent to be
informed.

Consent not only applies to collection, but also the use of surveillance footage. Under Principle
4.3.2, an employer is mandated to make reasonable efforts to ensure that the employee is advised
of the purposes for which the information is to be used. Furthermore, “to make the consent
meaningful, the purposes must be stated in such a manner that the individual can reasonably
understand how the information will be used and disclosed” (PIPEDA, Principle 4.3.2; see also
McNairn, above, p. 56-57).

Depending on the circumstances and the sensitivity attached to the information, consent can be
sought in a variety of ways. Where information is likely considered sensitive (such as health),
express consent should be sought. On the other hand, implied consent would be appropriate with
less sensitive information or where cameras are located in public places. As such, reasonable
expectations of individuals, with regard to the particular information and location of the camera,
are relevant (see PIPEDA, Principles 4.3.4, 4.3.5, 4.3.6; McNairn, above, p. 58-59). The Privacy
Commissioner’s Office has previously examined the issue of “implied consent”. In PIPEDA
Case #2009-001 (above), the Assistant Privacy Commissioner held that consent is assumed
when:

a) information collected is not sensitive; and

b) the express purposes of the video surveillance have been explained so that the
employees would reasonably expect that their information is used only for those
purposes.

Implied consent to videotaping may arise when an individual enters onto property that has signs
clearly indicating the presence of camera surveillance. However, some contend that the situation
is different in the employment context. No implied consent is likely to arise if the individual
being taped is an employee, and the location is his or her place of work. “Indeed, in any situation
where the individual does not have a free choice as to whether to enter the property, there will be
no reasonable basis for implying consent” (McNairn, above, p. 59).

While there is a strong push for employers to seek consent, this requirement is not absolute.
Provisions in PIPEDA and Principle 4.3 contemplate situations where covert surveillance may be
allowed. According to the Note in Principle 4.3, in certain circumstances personal information
can be collected, used or disclosed without knowledge or consent, for example:

a) legal, medical or security reasons may make seeking consent impractical or
impossible.

b) when information is being collected to detect or prevent fraud or crime, seeking
consent would undermine or defeat the purpose of using camera surveillance.
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Section 7(1) of PIPEDA expands on Principle 4.3, and provides circumstances when covert
surveillance is allowed. Under s. 7(1), employers may not need to obtain consent when:

a) the collection is clearly in the interests of the individual and consent cannot be
obtained in a timely way;

b) it is reasonable to expect that the collection with the knowledge or consent of the
individual would compromise the availability or the accuracy of the information
and the collection is reasonable for purposes related to investigating a breach of
an agreement or a contravention of the laws of Canada or a province [...]

According to McNairn, employers who collect personal information on employees through video
surveillance usually do it “for the purpose of investigating either a breach of an agreement,
namely an employment or collective agreement... or, if the surveillance is for security reasons, a
contravention of the law by one or more employees or others” (above, p. 43). In order to rely on
the investigation exception, under s. 7(1)(b), an organization must be able to show that
knowledge or consent of the affected individual would adversely affect the availability or
accuracy of the information (see McNairn, above, p. 44; Eastmond, above, 189).

The Privacy Commissioner examined the issue of covert surveillance in PIPEDA
Case #2007-379 (above) and set out the following test to satisfy s. 7(1) of PIPEDA:

a) the collection of personal information must be only for purposes that a reasonable
person would consider appropriate in the circumstances.

b) there must be substantial evidence to support the suspicion that a relationship of
trust has been broken or a law contravened.

C) the organization must have exhausted all other means of collecting the
information in less privacy-invasive ways.

d) the collection must be limited to the purposes as much as possible.

Subsequent to the decision above, on May 27, 2009, the Privacy Commissioner issued a
Guidance Document titled: “Guidance on Covert Video Surveillance in the Private Sector” (see
http://lwww.priv.gc.ca/information/pub/gd_cvs_ 20090527 e.cfm). This Guidance Document
elaborates on the four-part test in PIPEDA Case #2007-379 (above). (Please see Appendix B for
the full document.)

First, on the question of purpose, the Guidance Document reiterates the reasonableness test
found under s. 5(3) of PIPEDA and endorsed by the Federal Court in Eastmond (above; see also
Question #1 of this memorandum). Second, on “substantial evidence” to engage covert
surveillance, the Guidance Document states that employers “cannot simply rely on mere
suspicion but must in fact have evidentiary justification”. Finally, on limiting collection, the
Privacy Commissioner’s Office recommends that the use of covert surveillance should be limited
to both the type and amount of information that is necessary to fulfill the identified purpose.
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Employers need to be very specific about the kind of personal information they are looking to
collect, and should limit the duration and scope of the surveillance. Furthermore, the surveillance
should be conducted in a fair and lawful manner.

The Guidance Document also outlines the type of policies that employers should implement for
covert video surveillance, and best practices for employers who choose to use private
investigation firms to perform covert video surveillance.

6. Is there an obligation to inform the works council or trade unions about the
introduction and the use of camera surveillance? Is there an obligation to
have an agreement with the works council or trade unions defining the
circumstances and conditions for the introduction and use of camera
surveillance?

Short answer: The obligation to inform trade unions is based mainly on two things: terms in the
collective agreement, and general principles in PIPEDA and the Schedule. Much like consent
with respect to individuals, the question is one of balancing interests.

An employer’s obligation to inform or consult trade unions on camera use generally arises from
terms of the collective agreement. As seen in the answer to Question #1 of this memorandum,
some collective agreements are explicit on camera use, while others are silent. Where terms are
silent on camera surveillance, labour arbitrators have examined provisions related to
management rights. Often, these rights include ancillary obligations on employers to ensure
union representatives are informed when new rules or regulations are implemented. In
interpreting these broad management rights and obligations, labour arbitrators have recognized
the importance of protecting employees’ privacy interests. To do so, it is vital to keep union
representatives informed. According to Cascade Aerospace, collective agreements often bestow
upon unions exclusive power to bargain on behalf of individual employees (above, at para. 39).

Labour arbitrators have applied PIPEDA’s principles of reasonable purpose and consent to
labour disputes. This has occurred even when employers involved in the grievance were not
federal works, undertakings or businesses (see Janes Family Foods, above, p. 13). Where a
collective agreement is silent on camera surveillance and union representatives have not been
notified on actual camera use, the following questions have been considered by labour arbitrators
in Canada: a) is camera use a “rule or regulation”; b) if so, is this rule or regulation reasonable;
and c) is notice to the Union required?

With respect to the first question, arbitrators have found that surveillance camera use can
constitute a “rule” or “regulation”. According to Janes Family Foods, above, “rules and
regulations” are employer actions that impact on the employees personally (above, p. 10).
Camera use is characterized as a rule or regulation because it regulates the individual conduct of
each employee — workers have no option but to comply (Janes Family Foods, above, p. 10).
Consequently, where camera use has been interpreted as a rule or regulation in a particular case,
collective agreements generally require employers to inform union representatives before the
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installation and operation of surveillance cameras (see Janes Family Foods, above; Cascade
Aerospace, above; Cargill, above).

Under the second question, collective agreements often mandate that rules and regulations be
reasonable (see Janes Family Foods, above; Cascade Aerospace, above). Labour arbitrators
often lift the test and principles of reasonableness from PIPEDA. In Cascade Aerospace (above),
a Canadian Labour arbitrator found that the company installed a hidden surveillance camera in
the cafeteria, and did not inform the Union. The company argued the camera was used to
investigate incidents of vandalism on a vending machine. According to the Union, this was a
violation of the collective agreement, and principles in PIPEDA. The camera not only captured
images around the vending machine, but also tables where Union members met and held ballots.
In determining whether the purpose of the hidden camera was reasonable, the arbitrator cited the
four-part test in Eastmond (above; see also Cascade Aerospace, above, at paras. 78-87). The
arbitrator found that the company has justified in using the hidden camera to investigate
vandalism. However, it was not reasonable to extend the range of surveillance beyond the
vending machine to areas where union members met (Cascade Aerospace, above, at para. 87).

In considering the third question of notice, one must determine whether the surveillance at issue
is covert or overt. The arbitrator in Cascade Aerospace turned to s. 7(1)(b) of PIPEDA in
instances of covert surveillance. Under s. 7(1)(b) no knowledge and consent is required from
where “it is reasonable to expect that the collection with knowledge or consent...would comprise
the availability or the accuracy of the information and the collection is reasonable for purposes
related to investigating” breaches of agreement, or contraventions of Canadian or provincial laws
(see Cascade Aerospace, above, at para. 81).

Where surveillance is overt and cameras are clearly visible, the arbitrator in Cascade Aerospace
held that the union had an obligation to raise the issue during collective bargaining (above, at
para. 95):

If the lack of formal notice is a problem, that now cannot be taken
as a serious complaint when the Union's collective bargaining
committee did not ask one question about cameras in the collective
bargaining that was going on at the time. This is not to say that the
Union has waived its rights; but, that the notice question is
severable, and, that it is now moot and not material to the
substance of the dispute.

From the sampling of cases above, no strict rule forces employers to inform union
representatives on camera use. Rather, the need to inform is highly dependent on the collective
agreement, and circumstances of the particular case. As well, there is no statutory obligation to
include provisions on camera use in collective agreements.
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7. Has the employer (controller, who uses electronic technology to process
personal data) the duty to notify the processing to the Data Protection
Authority or another authority? Do employers need a permit from the
Authority before he can set up the camera? What are the conditions for the
Permission for camera surveillance? Has the Data Protection Authority the
authority to impose changes in order to make the processing or the
surveillance satisfy the requirements of the law?

Short answer: There is no explicit legal duty for employers to notify the Privacy
Commissioner’s Office before camera surveillance is installed and used. However, the Privacy
Commissioner can initiate or receive complaints regarding an employer’s potential violation of
PIPEDA. The Privacy Commissioner has the power to make recommendations and monitor an
employer’s compliance with these recommendations. If unsatisfied with the result of a complaint,
the employee(s) can make an application to the Federal Court.

Has the employer (controller, who uses electronic technology to process personal data) the duty
to notify the processing to the Data Protection Authority or another authority? Do employers
need a permit from the Authority before he can set up the camera? What are the conditions for
the Permission for camera surveillance?

There is no explicit duty on employers to notify the Privacy Commissioner’s Office on camera
use — whether overt or covert.

According to PIPEDA Case #2004-265 (above), the Privacy Commissioner’s Office has a lead
role is “in determining whether organizations subject to the Act are adhering to it, and in
educating them about their obligations, and the public about its rights, under the Act.” Pursuant
to s. 18 of PIPEDA, the Privacy Commissioner may, on reasonable notice at any reasonable
time, audit the personal information management practices of an organization. This may be done
if the Privacy Commissioner has reasonable grounds to believe that provisions of PIPEDA are
being contravened. There is also a complaint system in place. Under s. 11(1) of PIPEDA, an
individual may file a written complaint against their employer for contravening provisions in the
legislation, or for not following a recommendation set out in the Schedule. The Privacy
Commissioner may also initiate a complaint if he or she is “satisfied that there are reasonable
grounds to investigate” an organization or employer (s. 11(2)).

Once a complaint is launched, the Commissioner, pursuant to s. 12 of PIPEDA, has the power to
investigate and attempt to resolve complaints by means of dispute resolutions, such as mediation
or conciliation. Within a year after a complaint is filed, or initiated, the Commissioner must
prepare a report of his or her findings, and relevant settlements (s. 13). If unsatisfied, the
complainant may apply to the Federal Court (s. 14). A proceeding under s. 14 of PIPEDA is not
a judicial review, but a “fresh application” in order to obtain a remedy under s. 16 (Eastmond,
above, at para. 118). There is no deference to the Privacy Commissioner’s decision if additional
evidence is presented. According to Justice Lemieux in Eastmond, “the situation before me [is]
analogous to proceedings under the Trade Marks Act” (above, at para. 124). See also McNairn,
above, pages 86-87; Englander v. Telus Communications Inc., 2004 FCA 387, [2005] 2 F.C.R.
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572. The burden rests with the applicant to show that the employer violated its PIPEDA
obligations (Eastmond, above, at para. 118).

Has the Data Protection Authority the authority to impose changes in order to make the
processing or the surveillance satisfy the requirements of the law?

To ensure compliance with PIPEDA, the Privacy Commissioner has the power to make
recommendations, and ask employers to report back within specified timelines (see PIPEDA
Case #2009-001, above; PIPEDA Case #2007-379, above; PIPEDA Case #2005-290, above).

Under s. 16 of PIPEDA, the Federal Court has the discretion, in addition to any other remedies it
gives, to

a) order an organization to correct its practices in order to comply with sections 5 to
10;

b) order an organization to publish a notice of any action taken or proposed to be
taken to correct its practices, whether or not ordered to correct them under
paragraph (a); and

C) award damages to the complainant, including damages for any humiliation that
the complainant has suffered.

According to the Federal Court of Appeal in Englander (above), s. 16 bestows upon the Court
“remarkably broad” remedial powers (at para. 47). Based on the language in s. 16, the Court “is
not limited in its ability to grant other remedies pursuant to its general jurisdiction, including its
inherent jurisdiction as a superior court of record” (McNairn, above, p. 87). This means, for
example, that the Federal Court can order an employer to correct its practices to comply with
PIPEDA, and order it to disclose a complainant’s personal information in response to a request
for information under s. 11 of PIPEDA (see McNairn, above, p. 87).

8. What are the consequences of a failure to comply with the rules on camera
surveillance (for instance punishment; liability to pay damages; works
council or trade unions or worker can demand the control measures to be
stopped and the prior situation to be restored....)?

Apart from the remedial powers listed under Question #7, PIPEDA also stipulates penalties for
organizations and employers who do not comply with its provisions and principles. Under s. 28
of PIPEDA, anyone who obstructs the Privacy Commissioner or the Commissioner’s delegate in
the investigation of a complaint or in conducting an audit is guilty of an offence. Furthermore,
everyone who knowingly destroys personal information that is subject to an access request (s.
8(8)) is also guilty of an offence under PIPEDA. If convicted summarily, an employer is liable to
a maximum fine of $10,000. For an indictable offence, the maximum fine is $100,000.
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1) CONCLUSION

PIPEDA is an important piece of legislation for protecting the privacy interests of employees
working in federal works, undertakings, or businesses from excessive camera surveillance by
employers. The statute does not impose strict rules on employers. Rather, a more flexible
approach exists to balance privacy and business interests.

As discussed in this paper, the Canadian Courts, the Privacy Commissioner and, labour
arbitrators have interpreted and applied provisions or principles derived from PIPEDA. The
statute has also been lauded by scholars, particularly on the “reasonable purpose” test under s.
5(3). According to Austin, from the Faculty of Law at the University of Toronto, the test is well
suited to address different concerns and situations (see Austin, above). However, Austin states
that this test cannot adequately protect privacy rights unless it includes, as a first step, an inquiry
into the nature and scope of those interests at stake. The reasonable purpose test, as it now
stands, “looks like a kind of orphaned Oakes test from Charter jurisprudence — defining when a
right might be limited but missing the important initial step of defining the right in question and
the manner in which it is being violated” (Austin, above, p. 23 of QL). According to Austin, to
enhance PIPEDA’s effectiveness, its fair information principles must be examined in light of
constitutional law. This is important as Courts have recognized PIPEDA as quasi-constitutional.

In improving PIPEDA, it is also crucial to look beyond Canada’s borders. One must not forget
that PIPEDA has deep international roots in the OECD Guidelines. By comparing PIPEDA to
other domestic schemes around the world, Canada can better reflect and improve our data
protection laws, and ensure our international obligations are being met.
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APPENDIX A

SCHEDULE 1
(Section 5)
PRINCIPLES SET OUT IN THE NATIONAL STANDARD OF CANADA ENTITLED
MODEL CODE FOR THE PROTECTION OF PERSONAL INFORMATION,
CAN/CSA-Q830-96

4.1 Principle 1 — Accountability

An organization is responsible for personal information under its control and shall designate
an individual or individuals who are accountable for the organization’s compliance with the
following principles.
4.1.1

Accountability for the organization’s compliance with the principles rests with the designated
individual(s), even though other individuals within the organization may be responsible for the
day-to-day collection and processing of personal information. In addition, other individuals
within the organization may be delegated to act on behalf of the designated individual(s).
4.1.2

The identity of the individual(s) designated by the organization to oversee the organization’s
compliance with the principles shall be made known upon request.
4.1.3

An organization is responsible for personal information in its possession or custody,
including information that has been transferred to a third party for processing. The organization
shall use contractual or other means to provide a comparable level of protection while the
information is being processed by a third party.
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Organizations shall implement policies and practices to give effect to the principles,
including
(@) implementing procedures to protect personal information;
(b) establishing procedures to receive and respond to complaints and inquiries;
(©) training staff and communicating to staff information about the organization’s policies and
practices; and
(d) developing information to explain the organization’s policies and procedures.
4.2 Principle 2 — Identifying Purposes

The purposes for which personal information is collected shall be identified by the
organization at or before the time the information is collected.
4.2.1

The organization shall document the purposes for which personal information is collected in
order to comply with the Openness principle (Clause 4.8) and the Individual Access principle
(Clause 4.9).
4.2.2

Identifying the purposes for which personal information is collected at or before the time of
collection allows organizations to determine the information they need to collect to fulfil these
purposes. The Limiting Collection principle (Clause 4.4) requires an organization to collect only
that information necessary for the purposes that have been identified.



4.2.3

The identified purposes should be specified at or before the time of collection to the
individual from whom the personal information is collected. Depending upon the way in which
the information is collected, this can be done orally or in writing. An application form, for
example, may give notice of the purposes.

4.2.4

When personal information that has been collected is to be used for a purpose not previously
identified, the new purpose shall be identified prior to use. Unless the new purpose is required by
law, the consent of the individual is required before information can be used for that purpose. For
an elaboration on consent, please refer to the Consent principle (Clause 4.3).

4.2.5

Persons collecting personal information should be able to explain to individuals the purposes
for which the information is being collected.
4.2.6

This principle is linked closely to the Limiting Collection principle (Clause 4.4) and the
Limiting Use, Disclosure, and Retention principle (Clause 4.5).

4.3 Principle 3 — Consent

The knowledge and consent of the individual are required for the collection, use, or
disclosure of personal information, except where inappropriate.

Note: In certain circumstances personal information can be collected, used, or disclosed
without the knowledge and consent of the individual. For example, legal, medical, or security
reasons may make it impossible or impractical to seek consent. When information is being
collected for the detection and prevention of fraud or for law enforcement, seeking the consent of
the individual might defeat the purpose of collecting the information. Seeking consent may be
impossible or inappropriate when the individual is a minor, seriously ill, or mentally
incapacitated. In addition, organizations that do not have a direct relationship with the individual
may not always be able to seek consent. For example, seeking consent may be impractical for a
charity or a direct-marketing firm that wishes to acquire a mailing list from another organization.
In such cases, the organization providing the list would be expected to obtain consent before
disclosing personal information.
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Consent is required for the collection of personal information and the subsequent use or
disclosure of this information. Typically, an organization will seek consent for the use or
disclosure of the information at the time of collection. In certain circumstances, consent with
respect to use or disclosure may be sought after the information has been collected but before use
(for example, when an organization wants to use information for a purpose not previously
identified).

4.3.2

The principle requires “knowledge and consent”. Organizations shall make a reasonable
effort to ensure that the individual is advised of the purposes for which the information will be
used. To make the consent meaningful, the purposes must be stated in such a manner that the
individual can reasonably understand how the information will be used or disclosed.



4.3.3

An organization shall not, as a condition of the supply of a product or service, require an
individual to consent to the collection, use, or disclosure of information beyond that required to
fulfil the explicitly specified, and legitimate purposes.
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The form of the consent sought by the organization may vary, depending upon the
circumstances and the type of information. In determining the form of consent to use,
organizations shall take into account the sensitivity of the information. Although some
information (for example, medical records and income records) is almost always considered to
be sensitive, any information can be sensitive, depending on the context. For example, the names
and addresses of subscribers to a newsmagazine would generally not be considered sensitive
information. However, the names and addresses of subscribers to some special-interest
magazines might be considered sensitive.
4.3.5

In obtaining consent, the reasonable expectations of the individual are also relevant. For
example, an individual buying a subscription to a magazine should reasonably expect that the
organization, in addition to using the individual’s name and address for mailing and billing
purposes, would also contact the person to solicit the renewal of the subscription. In this case, the
organization can assume that the individual’s request constitutes consent for specific purposes.
On the other hand, an individual would not reasonably expect that personal information given to
a health-care professional would be given to a company selling health-care products, unless
consent were obtained. Consent shall not be obtained through deception.
4.3.6

The way in which an organization seeks consent may vary, depending on the circumstances
and the type of information collected. An organization should generally seek express consent
when the information is likely to be considered sensitive. Implied consent would generally be
appropriate when the information is less sensitive. Consent can also be given by an authorized
representative (such as a legal guardian or a person having power of attorney).
4.3.7

Individuals can give consent in many ways. For example:
(@) an application form may be used to seek consent, collect information, and inform the
individual of the use that will be made of the information. By completing and signing the form,
the individual is giving consent to the collection and the specified uses;
(b) a checkoff box may be used to allow individuals to request that their names and addresses
not be given to other organizations. Individuals who do not check the box are assumed to consent
to the transfer of this information to third parties;
(c) consent may be given orally when information is collected over the telephone; or
(d) consent may be given at the time that individuals use a product or service.
4.3.8

An individual may withdraw consent at any time, subject to legal or contractual restrictions
and reasonable notice. The organization shall inform the individual of the implications of such
withdrawal.



4.4 Principle 4 — Limiting Collection

The collection of personal information shall be limited to that which is necessary for the
purposes identified by the organization. Information shall be collected by fair and lawful means.
44.1

Organizations shall not collect personal information indiscriminately. Both the amount and
the type of information collected shall be limited to that which is necessary to fulfil the purposes
identified. Organizations shall specify the type of information collected as part of their
information-handling policies and practices, in accordance with the Openness principle (Clause
4.8).
4.4.2

The requirement that personal information be collected by fair and lawful means is intended
to prevent organizations from collecting information by misleading or deceiving individuals
about the purpose for which information is being collected. This requirement implies that
consent with respect to collection must not be obtained through deception.
4.4.3

This principle is linked closely to the Identifying Purposes principle (Clause 4.2) and the
Consent principle (Clause 4.3).
4.5 Principle 5 — Limiting Use, Disclosure, and Retention

Personal information shall not be used or disclosed for purposes other than those for which it
was collected, except with the consent of the individual or as required by law. Personal
information shall be retained only as long as necessary for the fulfillment of those purposes.
45.1

Organizations using personal information for a new purpose shall document this purpose (see
Clause 4.2.1).
45.2

Organizations should develop guidelines and implement procedures with respect to the
retention of personal information. These guidelines should include minimum and maximum
retention periods. Personal information that has been used to make a decision about an individual
shall be retained long enough to allow the individual access to the information after the decision
has been made. An organization may be subject to legislative requirements with respect to
retention periods.
45.3

Personal information that is no longer required to fulfil the identified purposes should be
destroyed, erased, or made anonymous. Organizations shall develop guidelines and implement
procedures to govern the destruction of personal information.
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This principle is closely linked to the Consent principle (Clause 4.3), the Identifying Purposes
principle (Clause 4.2), and the Individual Access principle (Clause 4.9).



4.6 Principle 6 — Accuracy

Personal information shall be as accurate, complete, and up-to-date as is necessary for the
purposes for which it is to be used.
4.6.1

The extent to which personal information shall be accurate, complete, and up-to-date will
depend upon the use of the information, taking into account the interests of the individual.
Information shall be sufficiently accurate, complete, and up-to-date to minimize the possibility
that inappropriate information may be used to make a decision about the individual.
4.6.2

An organization shall not routinely update personal information, unless such a process is
necessary to fulfil the purposes for which the information was collected.
4.6.3

Personal information that is used on an ongoing basis, including information that is disclosed
to third parties, should generally be accurate and up-to-date, unless limits to the requirement for
accuracy are clearly set out.
4.7 Principle 7 — Safeguards

Personal information shall be protected by security safeguards appropriate to the sensitivity
of the information.
4.7.1

The security safeguards shall protect personal information against loss or theft, as well as
unauthorized access, disclosure, copying, use, or modification. Organizations shall protect
personal information regardless of the format in which it is held.
4.7.2

The nature of the safeguards will vary depending on the sensitivity of the information that has
been collected, the amount, distribution, and format of the information, and the method of
storage. More sensitive information should be safeguarded by a higher level of protection. The
concept of sensitivity is discussed in Clause 4.3.4.
4.7.3

The methods of protection should include
(a@) physical measures, for example, locked filing cabinets and restricted access to offices;
(b) organizational measures, for example, security clearances and limiting access on a “need-to-
know” basis; and
(c) technological measures, for example, the use of passwords and encryption.
4.7.4

Organizations shall make their employees aware of the importance of maintaining the
confidentiality of personal information.
4.7.5

Care shall be used in the disposal or destruction of personal information, to prevent
unauthorized parties from gaining access to the information (see Clause 4.5.3).
4.8 Principle 8 — Openness

An organization shall make readily available to individuals specific information about its
policies and practices relating to the management of personal information.



4.8.1

Organizations shall be open about their policies and practices with respect to the management
of personal information. Individuals shall be able to acquire information about an organization’s
policies and practices without unreasonable effort. This information shall be made available in a
form that is generally understandable.

4.8.2

The information made available shall include
(@) the name or title, and the address, of the person who is accountable for the organization’s
policies and practices and to whom complaints or inquiries can be forwarded,;

(b) the means of gaining access to personal information held by the organization;

(c) a description of the type of personal information held by the organization, including a general
account of its use;

(d) a copy of any brochures or other information that explain the organization’s policies,
standards, or codes; and

(e) what personal information is made available to related organizations (e.g., subsidiaries).
4.8.3

An organization may make information on its policies and practices available in a variety of
ways. The method chosen depends on the nature of its business and other considerations. For
example, an organization may choose to make brochures available in its place of business, mail
information to its customers, provide online access, or establish a toll-free telephone number.

4.9 Principle 9 — Individual Access

Upon request, an individual shall be informed of the existence, use, and disclosure of his or
her personal information and shall be given access to that information. An individual shall be
able to challenge the accuracy and completeness of the information and have it amended as
appropriate.

Note: In certain situations, an organization may not be able to provide access to all the
personal information it holds about an individual. Exceptions to the access requirement should be
limited and specific. The reasons for denying access should be provided to the individual upon
request. Exceptions may include information that is prohibitively costly to provide, information
that contains references to other individuals, information that cannot be disclosed for legal,
security, or commercial proprietary reasons, and information that is subject to solicitor-client or
litigation privilege.

49.1

Upon request, an organization shall inform an individual whether or not the organization
holds personal information about the individual. Organizations are encouraged to indicate the
source of this information. The organization shall allow the individual access to this information.
However, the organization may choose to make sensitive medical information available through
a medical practitioner. In addition, the organization shall provide an account of the use that has
been made or is being made of this information and an account of the third parties to which it has
been disclosed.



4.9.2

An individual may be required to provide sufficient information to permit an organization to
provide an account of the existence, use, and disclosure of personal information. The information
provided shall only be used for this purpose.
49.3

In providing an account of third parties to which it has disclosed personal information about
an individual, an organization should attempt to be as specific as possible. When it is not
possible to provide a list of the organizations to which it has actually disclosed information about
an individual, the organization shall provide a list of organizations to which it may have
disclosed information about the individual.
494

An organization shall respond to an individual’s request within a reasonable time and at
minimal or no cost to the individual. The requested information shall be provided or made
available in a form that is generally understandable. For example, if the organization uses
abbreviations or codes to record information, an explanation shall be provided.
4.9.5

When an individual successfully demonstrates the inaccuracy or incompleteness of personal
information, the organization shall amend the information as required. Depending upon the
nature of the information challenged, amendment involves the correction, deletion, or addition of
information. Where appropriate, the amended information shall be transmitted to third parties
having access to the information in question.
4.9.6

When a challenge is not resolved to the satisfaction of the individual, the substance of the
unresolved challenge shall be recorded by the organization. When appropriate, the existence of
the unresolved challenge shall be transmitted to third parties having access to the information in
question.
4.10 Principle 10 — Challenging Compliance

An individual shall be able to address a challenge concerning compliance with the above
principles to the designated individual or individuals accountable for the organization’s
compliance.
4.10.1

The individual accountable for an organization’s compliance is discussed in Clause 4.1.1.
4.10.2

Organizations shall put procedures in place to receive and respond to complaints or inquiries
about their policies and practices relating to the handling of personal information. The complaint
procedures should be easily accessible and simple to use.
4.10.3

Organizations shall inform individuals who make inquiries or lodge complaints of the
existence of relevant complaint procedures. A range of these procedures may exist. For example,
some regulatory bodies accept complaints about the personal-information handling practices of
the companies they regulate.
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An organization shall investigate all complaints. If a complaint is found to be
justified, the organization shall take appropriate measures, including, if necessary,
amending its policies and practices.
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APPENDIX B

Guidance on Covert Video Surveillance in the Private Sector
(http://www.priv.gc.ca/information/pub/gd_cvs 20090527 e.cfm)

Introduction and scope

The Office of the Privacy Commissioner considers covert video surveillance to be an extremely
privacy-invasive form of technology. The very nature of the medium entails the collection of a
great deal of personal information that may be extraneous, or may lead to judgments about the
subject that have nothing to do with the purpose for collecting the information in the first place.
In the Office's view, covert video surveillance must be considered only in the most limited cases.

This guidance is based on the federal private sector privacy law The Personal Information
Protection and Electronic Documents Act (PIPEDA), and is intended to outline the privacy
obligations and responsibilities of private sector organizations contemplating and engaging in
covert video surveillance. We consider video surveillance to be covert when the individual is not
made aware of being watched.

This document serves as a companion piece to the following guidelines for video surveillance
issued by this office: Guidelines for Overt Video Surveillance in the Private Sector (prepared in
collaboration with Alberta and British Columbia) and Guidelines for surveillance of public places
by police and law enforcement authorities.

Please note that the following is guidance only. We consider each complaint brought before us on
a case-by-case basis.

PIPEDA requirements governing covert video surveillance

PIPEDA governs the collection, use and disclosure of personal information in the course of a
commercial activity and in the employment context of federally regulated employers®. The
capturing of images of identifiable individuals through covert video surveillance is considered to
be a collection of personal information. Organizations that are contemplating the use of covert
video surveillance should be aware of the criteria they must satisfy in order to collect, use and
disclose video surveillance images in compliance with PIPEDA. These criteria are outlined below
and address the purpose of the covert video surveillance, consent issues, and the limits placed on
collecting personal information through covert video surveillance.

A common misconception is that organizations are released from their privacy obligations if
covert video surveillance is conducted in a public place. In fact, under PIPEDA, any collection of
personal information taking place in the course of a commercial activity or by an employer
subject to PIPEDA, regardless of the location, must conform to the requirements described
below.

A. Purpose

The starting point for an organization that is contemplating putting an individual under
surveillance without their knowledge is to establish what purpose it aims to achieve. What is the
reason for collecting the individual’s personal information through covert video surveillance?
Under PIPEDA, an organization may collect, use or disclose personal information only for


http://www.priv.gc.ca/information/guide/2008/gl_vs_080306_e.cfm
http://www.priv.gc.ca/information/guide/vs_060301_e.cfm
http://www.priv.gc.ca/information/guide/vs_060301_e.cfm
http://www.priv.gc.ca/information/pub/gd_cvs_20090527_e.cfm#_ftn1#_ftn1
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purposes that a reasonable person would consider appropriate in the circumstances (subsection

5(3)).

In deciding whether to use covert video surveillance as a means of collecting personal
information, an organization should closely examine the particular circumstances of why, when
and where it would collect personal information and what personal information would be
collected. There are a number of considerations that factor into determining whether an
organization is justified in undertaking covert video surveillance. Given the different contexts in
which covert video surveillance may be used, the ways in which the factors apply and are
analyzed vary depending on the circumstances.

Demonstrable, evidentiary need

In order for the organization’s purpose to be considered appropriate under PIPEDA, there must
be a demonstrable, evidentiary need for the collection. In other words, it would not be enough for
the organization to be acting on a mere suspicion. The organization must have a strong basis to
support the use of covert video surveillance as a means of collecting personal information.

Information collected by surveillance achieves the purpose

The personal information being collected by the organization must be clearly related to a
legitimate business purpose and objective. There should also be a strong likelihood that collecting
the personal information will help the organization achieve its stated objective. The organization
should evaluate the degree to which the personal information being collected through covert
video surveillance will be effective in achieving the stated purpose.

Loss of privacy proportional to benefit gained

Another factor to be considered is the balance between the individual’s right to privacy and the
organization’s need to collect, use and disclose personal information. An organization should ask
itself if the loss of privacy is proportional to the benefit gained. It may decide that covert video
surveillance is the most appropriate method of collecting personal information because it offers
the most benefits to the organization. However, these advantages must be weighed against any
resulting encroachment on an individual’s right to privacy in order for a reasonable person to
consider the use of covert surveillance to be appropriate in the circumstances.
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Less privacy-invasive measures taken first

Finally, any organization contemplating the use of covert video surveillance should consider
other means of collecting the personal information given the inherent intrusiveness of covert
video surveillance. The organization needs to examine whether a reasonable person would
consider covert video surveillance to be the most appropriate method of collecting personal
information under the circumstances, when compared to less privacy-invasive methods.

B. Consent

As a general rule, PIPEDA requires the individual’s consent to the collection, use and disclosure
of personal information (Principle 4.3). It is possible for covert video surveillance to take place
with consent. For example, an individual can be considered to have implicitly consented to the
collection of their personal information through video surveillance if that individual has initiated
formal legal action against the organization and the organization is collecting the information for
the purpose of defending itself against the legal action. It is important to note that implied consent
does not authorize unlimited collection of an individual’s personal information but limits
collection to what is relevant to the merits of the case and the conduct of the defence.

In most cases, however, covert video surveillance takes place without consent. PIPEDA
recognizes that there are limited and specific situations where consent is not required (paragraph
7(1)(b)). In order to collect information through video surveillance without the consent of the
individual, organizations must be reasonably satisfied that:

o collection with the knowledge and consent of the individual would compromise the
availability or accuracy of the information; and

« the collection is reasonable for purposes related to investigating a breach of an agreement
or a contravention of the laws of Canada or a province.

The exception to the requirement for knowledge and consent could, in certain circumstances,
provide for the collection of a third party’s personal information.

In the employment context, an organization should have evidence that the relationship of trust has
been broken before conducting covert video surveillance. Organizations cannot simply rely on
mere suspicion but must in fact have evidentiary justification.

Regardless of whether or not consent is obtained, organizations must have a reasonable purpose
for collecting the information.

C. Limiting collection

When collecting personal information, organizations must take care to limit both the type and
amount of information to that which is necessary to fulfill the identified purposes (Principle 4.4).
Organizations should be very specific about what kind of personal information they are looking
to collect and they should limit the duration and scope of the surveillance to what would be
reasonable to meet their purpose. Moreover, the collection must be conducted in a fair and lawful
manner.

As well, organizations must limit the collection of images of parties who are not the subject of an
investigation. There may be situations in which the collection of personal information of a third
party? via covert video surveillance could be considered acceptable provided the organization has


http://www.priv.gc.ca/information/pub/gd_cvs_20090527_e.cfm#_ftn2#_ftn2
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reason to believe that the collection of information about the third party is relevant to the purpose
for the collection of information about the subject. However, in determining what is reasonable,
the organization must distinguish between persons who it believes are relevant to the purposes of
the surveillance of the subject and persons who are merely found in the company of the subject.
In our view, PIPEDA does not allow for the collection of the personal information of the latter
group without their knowledge or consent.

Organizations can avoid capturing individuals who are not linked to the purpose of the
investigation by being more selective during video surveillance. If such personal information is
captured, it should be deleted or depersonalized as soon as is practicable. This refers not only to
images of the individuals themselves, but also to any information that could serve to identify
them, such as street numbers and licence plates. We advocate the use of blurring technology
when required. Though we acknowledge its cost to organizations, we view the expenditure as
necessary given that, pursuant to PIPEDA, the personal information of any individual can only be
collected, used and disclosed without consent in very limited and specific situations.

The need to document

Proper documentation by organizations is essential to ensuring that privacy obligations are
respected and to protect the organization in the event of a privacy complaint. Organizations
should have in place a general policy that guides them in the decision-making process and in
carrying out covert video surveillance in the most privacy-sensitive way possible. There should
also be a documented record of every decision to undertake video surveillance as well as a record
of its progress and outcome.

I.  Policy on covert video surveillance
Organizations using covert video surveillance should implement a policy that:
« sets out privacy-specific criteria that must be met before covert video surveillance is
undertaken;

e requires that the decision be documented, including rationale and purpose;

e requires that authorization for undertaking video surveillance be given at an appropriate
level of the organization;

« limits the collection of personal information to that which is necessary to achieve the
stated purpose;

« limits the use of the surveillance to its stated purpose;

e requires that the surveillance be stored in a secure manner;

o designates the persons in the organization authorized to view the surveillance;
e sets out procedures for dealing with third party information;

« sets out a retention period for the surveillance; and

o sets out procedures for the secure disposal of images.

ii.  Documenting specific instances of video surveillance
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There should be a detailed account of how the requirements of the organization’s policy on video
surveillance have been satisfied, including:

a description of alternative measures undertaken and their result;

a description of the kind of information collected through the surveillance;
the duration of surveillance;

names of individuals who viewed the surveillance;

what the surveillance was used for;

when and how images were disposed of; and

a service agreement with any third party hired to conduct the surveillance, if applicable.

Best practices for using private investigation firms

Many organizations hire private investigation firms to conduct covert video surveillance on their
behalf. It is the responsibility of both the hiring organization and the private investigation firm to
ensure that all collection, use and disclosure of personal information is done in accordance with
privacy legislation. We strongly encourage the parties to enter into a service agreement that
incorporates the following:

confirmation that the private investigation firm constitutes an “investigative body” as
described in PIPEDA “Regulations Specifying Investigative Bodies”;

an acknowledgement by the hiring organization that it has authority under PIPEDA to
collect from and disclose to the private investigation firm the personal information of the
individual under investigation;

a clear description of the purpose of the surveillance and the type of personal information
the hiring organization is requesting;

the requirement that the collection of personal information be limited to the purpose of the
surveillance;

the requirement that the collection of third party information be avoided unless the
collection of information about the third party is relevant to the purpose for collecting
information about the subject;

a statement that any unnecessary personal information of third parties collected during the
surveillance should not be used or disclosed and that it should be deleted or
depersonalized as soon as is practicable;

confirmation by the private investigation firm that it will collect personal information in a
manner consistent with all applicable legislation, including PIPEDA,;

confirmation that the private investigation firm provides adequate training to its
investigators on the obligation to protect individuals’ privacy rights and the appropriate
use of the technical equipment used in surveillance;

the requirement that the personal information collected through surveillance is
appropriately safeguarded by both the hiring organization and the private investigation
firm;

the requirement that all instructions from the hiring company be documented;
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e aprovision prohibiting the use of a subcontractor unless previously agreed to in writing,
and unless the subcontractor agrees to all service agreement requirements;

o adesignated retention period and secure destruction instructions for the personal
information;

e aprovision allowing the hiring company to conduct an audit.

! For information on whether your organization is subject to PIPEDA, please see “A Guide for
Business and Organizations” online at http://www.priv.gc.ca/information/guide_e.cfm

2 By “third party”, we mean the person who is not the subject of surveillance.
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